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Abstract 

 

The overall objective of the study was to assess the need for a data protection policy 

in Zimbabwe under the African Continental Free Trade Agreement (AfCFTA). At 

present Zimbabwe does not have a substantive data protection law which, ideally, 

would maximise the opportunities under the agreement and address likely threats to 

the privacy of personal information in a free trade area. AfCFTA, which was launched 

in May 2019, will be characterised by borderless trade and e-commerce, given the 

expansion of internet access and use on the continent. The study explored the extent 

to which relevant Zimbabwean laws provide for data protection in the context of the 

trade agreement. The theoretical framework that guided the study was mainly derived 

from the normative and legal frameworks as provided for at the continental and 

national level. It adopted a constructivist approach and relied on a mixed-methods 

research approach. A combination of interviews and online and self-administered 

questionnaires were conducted to collect data from a cross-section of respondents 

including experts on e-commerce, ICT practitioners, journalists and ordinary citizens. 

The major finding from the study was that Zimbabwe does not have robust legal and 

policy architecture which provides for the protection of personal data. Zimbabwe’s 

data protection legal framework is currently in its elementary stages and requires wider 

consultation for it to be more comprehensive. Participants in the study expressed 

concern over the sweeping discretionary powers that the government has over personal 

information, even in instances where the data is collected by the private sector. It was 

noted that this obtaining situation has the potential to undermine confidence among 

stakeholders with vested trade and commercial interests. A recommendation of the 

study was that, in its preparation for trade prospects under AfCFTA, Zimbabwe should 

revisit all trade, data, e-commerce and cyber security-related laws because of the inter-

linkages in the policies. While highlighting the link between data protection and trade, 

the study also recommended that policymakers refer to the Personal Data Protection 

guidelines for Africa and observe stipulated data protection obligations under 

AfCFTA. It also recommended that the data protection policy formulation process 

involve multi-stakeholders critical to trade including the private sector, human and 

digital rights sector, and consumer protection bodies.  
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CHAPTER 1 INTRODUCTION 

1.1 Introduction 

Globally, the increase in access to technologies and the internet has brought about 

numerous opportunities for socio-economic development and socio-political 

advancements. At the centre of the two is personal data which, through the process of 

gathering, storing and sharing information, has allowed these processes to maximise 

the potential of innovative and social technologies (Roztocki, 2019). Personal data is 

an asset that has become vulnerable to commodification and security breaches by 

governments and businesses as they adapt to a new digital environment. Resultantly, 

attention has been drawn towards ensuring more robust personal data protection 

frameworks to guarantee both the protection of privacy rights and market trust in the 

era of digital commerce.  

 

1.2 Background of the Study  

For a working definition, data privacy refers to the rights of individuals to control the 

processing of their personal information so that it is only used for the purposes that it 

is intended (Zimmerman, 2002). The European Union (EU) is recognized as the 

standard-bearer for the handling of personal data across a geographical region through 

its General Data Protection Regulation [GDPR] (GDPR, 2018). The GDPR sets strict 

legal standards on the handling of personal data across its 28 states by placing the 

rights of individuals at the centre of the use of personal data.  For example, the GDPR 

outlines obligations on the processing of personal data and provides for regulatory 

provisions and, according to its Article 83(5), companies can be fined up to EUR20 

million or up to four percent of their global turnover for data breaches.  

 

In the African region, the African Union Convention on Cyber Security and Personal 
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Data Protection (2014), also known as the Malabo Convention, is an attempt at a 

binding instrument on data protection, e-commerce regulations and cyber security. The 

Convention provides a personal data protection framework which, if transposed to 

national legislation, guarantees protection of personal data, in the context of public 

administration, business and global trade. However, only 15 out of the 54 AU-member 

states are signatories to the Malabo Convention, and only five countries, namely 

Guinea, Senegal, Mauritius, Namibia, and Rwanda have ratified the Convention. 

Rwanda’s ratification in June 2019 was the most recent (Nkusi, 2019). 

 

Sub-regionally, frameworks that are modelled after the Malabo Convention include 

the East African Community Framework for Cyberlaws (2008), the Southern African 

Development Community (SADC) Data Protection Model Law (2010) and the 

Economic Community of West African States (ECOWAS) Supplementary Act on 

Personal Data model law (2010). Of these sub-regional frameworks, the ECOWAS 

Personal Data Model Law on data protection is the only binding data protection 

framework. Four of the eight countries with data protection laws in the region 

including Cote d’Ivoire, Gabon, Ghana, and Mali, enacted their laws after its adoption 

(Makulilo, 2016). The SADC Data Protection Model Law has informed current data 

protection regimes and influenced debates on data protection in Zambia, Lesotho, 

Namibia, Swaziland and Zimbabwe.  

 

However, despite these regional efforts, a good number of African states are still 

grappling with the enactment of legislation that regulates the collection, control, and 

processing of individuals’ data (Collaboration on International ICT Policy for East and 

Southern Africa [CIPESA], 2018). At present, 37 African countries do not have 
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substantive data protection legislation. Zimbabwe is amongst those countries without 

a data protection law, a data protection Bill has been in the draft phase since 2015 

(CIPESA, 2018).  Although the initial draft Bill went through public consultation as 

stand-alone legislation, it was later merged into a conflated Cybercrime, Security and 

Data Protection Bill which has since been approved by cabinet and now awaits debate 

in parliament (Murwira, 2019). As the Bill awaits debate in parliament, Zimbabwean 

civil society organisations have criticised the government’s move to opt for an 

omnibus law stating that this could result in the muddying and undermining of 

concepts and other fundamental rights (Media Institute of Southern Africa [MISA] 

Zimbabwe, 2018). They argue that the right to privacy can only be protected through 

purposive legislation on data protection. While Zimbabwe has constitutional 

protections on the right to privacy enshrined in Section 57 of its constitution, there are 

no laws requiring data controllers to obtain consent for the processing of data, no 

restrictions on data transfers, or  data protection regimes against data abuse or misuse.  

 

However, Zimbabwe remains well-positioned to benefit from anticipated digital trade 

and borderless commerce prospects, should substantive and primary data protection 

legislation be put in place.  At the time of this study, the country had no e-commerce 

policy framework despite having signed the African Continental Free Trade 

Agreement (AfCFTA), a situation which will likely pose challenges in the realisation 

of the full potential of the Agreement in a digitalised environment. Launched in May 

2019, AfCFTA sets out the grounds for the prioritization of data privacy by outlining 

the duties and obligations of African states in attempts to promote and accelerate 

economic development on the continent. For example, article 15 (o) of the agreement 

obliges the protection of the privacy of individuals, especially in the processing and 
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dissemination of personal data and the protection of confidentiality of individual 

records.  

 

In context and comparison to attendant issues on personal data protection, Zimbabwe’s 

digital economy already faces the challenges of the high cost of internet connectivity, 

poor access to the internet, poor website development and maintenance, and reluctance 

to embrace digitalisation by the general populace, among other factors (Mashava, 

2019). According to the Digital 2019: Zimbabwe report, 1.3 percent of Zimbabweans 

own a credit card and 9.5 percent of Zimbabweans make online purchases. 

Zimbabwe’s populace heavily relies on mobile money transactions, with 49 percent of 

Zimbabwe’s population owning a mobile money account (We are Social, 2019).  

Major cyber threats with a bearing on e-commerce in the country include malware, 

hacking, phishing, viruses, and spam, which mainly affect people who buy cars and 

conduct mining transactions online (Government Internet Service Provider [GISP], 

2017). It can be argued that these trends have a direct bearing on the confidence of 

potential business especially as e-commerce is largely dependent on trust (Johnson-

George & Swap, 1982).   

1.3 Statement of the Problem 

 

Zimbabwe has several laws that impact on the right to privacy and protection of 

personal information as they relate to specific types of data and activities. However, 

none of the laws substantively address both the opportunities and threats to personal 

information in the digital age. There is a need for such a holistic law to harness the 

opportunities presented by AfCFTA through borderless trade and the maximisation of 

digital commerce. Accordingly, an assessment of Zimbabwe’s data protection 

landscape is necessary, not only for the advancement of digital trade and commerce, 
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but also for the extended need for a data protection framework that is anchored on 

privacy rights needs in the trade area.  

 

Several incidents demonstrate the misuse and abuse of personal information by 

government departments and businesses in Zimbabwe. The introduction of a central 

database of all mobile telephone users in the country through Statutory Instrument 142 

(SI 142) of 2013 in the Postal and Telecommunications (Subscriber Registration) 

Regulations, arguably facilitates violations to the privacy of citizens’ personal 

information. SI 142 makes registration of mobile users mandatory and is aimed at, 

among other things, assisting emergency services, assisting law enforcement agencies, 

and safeguarding national security. As of June 2019, Zimbabwe’s mobile penetration 

rate stood at 84.8 percent, with 12.3 million registered and active subscriptions, 

implying a significant number of citizens’ data is stored by Mobile Network Operators 

(MNOs) (Postal and Telecommunications Regulatory Authority of Zimbabwe 

[POTRAZ], 2019). During past elections, Zimbabwean media reports indicated that 

politicians and other state institutions had access to citizens’ personal information for 

political advertising during election campaigns. Seemingly, MNOs receive requests 

for this personal information without a provision for oversight mechanisms.  Under 

the Interception of Communications Act (2007), service providers are obligated to 

cooperate in the sharing of personal information in some instances, disregarding 

citizens’ consent and rights to privacy.  

 

The signing of AfCFTA heightens the need for guarantees for the protection of data 

transferred outside the country’s borders. In 2018, the media reported that the 

government signed a strategic cooperation agreement with a Chinese company, 
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CloudWalk Technology, for a mass facial recognition project that would use biometric 

and personal data of Zimbabweans (Hongpei, 2018). The gathering of this data and its 

transfer to Cloudwalk Technology Company raises privacy and data protection 

concerns. Under the Access to Information and Protection of Privacy Act (AIPPA), 

section 29 (b) permits public bodies to collect personal information for national 

security, public order and law enforcement. However, the lack of a provision that 

addresses abuse and redress, during or after data sharing, leaves the Zimbabwean 

government vulnerable and unaccountable for how citizens’ data is used. A case in 

point is that of the publication of Zimbabwe’s voter’s roll in its entirety during the 

2018 elections on an election portal hosted outside the country (MISA Zimbabwe, 

2018). The incident demonstrated a breach in the privacy and protection of citizens’ 

data by a second party, which used the data outside the purpose for which it was 

intended.  At law, both these occurrences present challenges with existing legislation, 

which only addresses challenges with information held by public bodies but lacks 

provisions to deal with data breaches outside Zimbabwe’s jurisdiction (MISA 

Zimbabwe, 2018). 

1.4 Research Objectives 

1. To assess the needs for a data protection policy in Zimbabwe. 

2. To explore data protection obligations for Zimbabwe under the AfCFTA.  

3. To assess patterns of digital transacting and appreciation of data protection and 

privacy issues by Zimbabwean citizens. 

1.5 Research Questions 

1. Why does Zimbabwe need a substantive data protection policy?  

2. What are the opportunities and challenges on data protection that Zimbabwe is likely 
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to face in the era of digital trade?  

3. What are the patterns of digital transacting and level of appreciation of data 

protection and privacy issues by citizens? 

1.6 Assumptions  

The study was anchored on the following assumptions: 

1. That there is a correlation between data privacy and protection, e-commerce and trade, 

and that lack of personal data protection legislation may potentially reduce multi-

national investments and hinder business operations and opportunities.  

2. Zimbabwe's adoption of good data privacy and protection principles will increase its 

competitiveness in a continental free trade area. 

1.7 Significance of the Study  

The significance of this study lies in the currency of data privacy and protection policy 

in internet governance debates, not only in Africa, but globally. This study is a 

contribution to existing national and regional level research on the formulation and 

implementation of data protection policies on the continent.  Existing research lays a 

foundation by providing a comparative analysis of policymaking processes and trends 

in the adoption of data protection policies in select countries. Most of the existing 

research has recommended policy measures based on regional and international best 

practice. Recent studies have analysed the implications of AfCFTA and its 

implications on digital trade, inclusion and human rights (United Nations Economic 

Commission on Africa [UNECA], 2018). 

 

By focusing on data protection in respect of e-commerce and trade in Zimbabwe, the 

study attempted a national assessment of policy preparedness for e-commerce against 

a prominent internet governance issue. At country level, the recommendations of this 
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study are relevant to key internet governance stakeholders including government, civil 

society, and the business sector currently engaged in the consultative processes and 

definitions of socio-legal responsibilities in the adoption of a data protection policy in 

the country. Although the study primarily focused on Zimbabwe, the methodology 

used to assess the country’s preparedness for AfCFTA may be adapted or developed 

further in future similar studies across the continent. Overall, the recommendations in 

this study may also be of importance to the agenda of the annual African Internet 

Governance Forum, convened by the African Union as the continent implements the 

AfCFTA. 

1.8 Delimitation of the Study 

This study was delimited to analyse the readiness for AfCFTA e-commerce and trade 

prospects of Zimbabwe only. However, as the principles of the agreement are 

governed in recognition of the Regional Economic Communities (RECs) as an 

acknowledgement of their role as building blocks, the study offered a comparative 

analysis of policy provisions and trends in the Southern African Development 

Community (SADC) with reference to two states, South Africa and Mauritius. In 

respect of focus, the study was limited to regulatory and governance aspects of 

AfCFTA as they relate to digital and data innovation and opportunities in the 

development of e-commerce and trade in Zimbabwe. The right to privacy within the 

context of social and personal protection of individuals was also central to the research.  

1.9 Limitations of the Study 

The major limitations of this study were as follows: 

1. This study relied on available qualitative datasets that were limited in terms of 

currency, reliability, and representativeness. The researcher attempted to get a balance 
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of thematic issues between official, public datasets, previous academic research, and 

civil society interventions, as much as possible. 

2. Despite the finalization of AfCFTA having taken almost two years, its launch is a 

recent development. This implied limited academic research on the Agreement and, 

for this research, no previous methodology to adopt or develop further. To overcome 

this challenge, the researcher adopted and contextualized the European experience and 

other comparative systems as mentioned above by referring to current data protection 

trends on the continent. 

3. Given the time allocated to the study, it was restricted to only regulatory and 

governance issues of data protection as provided for in AfCFTA 

1.10 Chapter Summary 

The chapter presented the background of the study, the statement of the problem and 

the objectives of the study. The chapter also curved the significance of the study in the 

context of the ongoing evolution of an e-commerce policy regime in the SADC region 

and the African continent at large. The limitations and delimitations of the study were 

also discussed.  
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CHAPTER 2 REVIEW OF RELATED LITERATURE 

2.1 Introduction 

This chapter looks at the theoretical aspects of privacy which are the nerve centre of 

data protection policy and justify its relevance to the study. James Moor’s (1997) 

theory of privacy in the information age provided the major theoretical basis for the 

study. The chapter analyses relevant literature on conceptual and normative 

frameworks for privacy in the digital age, globalisation and the digital economy, data 

protection, and digital trade. Overall, it gives an overview of international standards 

on data protection and the case in Zimbabwe.  

2.2 Lessig’s Pathetic Dot theory (1998) 

This study is underpinned by socioeconomic and regulatory theory that focuses on 

privacy of individuals introduced by Lawrence Lessig, known as the pathetic dot 

theory (1998). The theory states that internet users are influenced or regulated by four 

modalities: the law, the market, social norms, and the architecture of the network 

(Jansen, 2019). He notes that each of the modalities limits an individual’s behaviour 

online, with the law punishing users for improper use, social norms constraining 

behaviour through societal sanctions, pricing of use guided by the market, and the use 

of the internet as influenced by the network’s architecture. Lessig (1999) interprets the 

network user as a “pathetic dot” influenced by the four modalities and who cannot 

actively participate in the regulatory process. Regulatory theorists place the concept of 

privacy outside legality to include external factors that may be regulated or 

unregulated by law. 
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Concepts of privacy adopted in scholarship, law and policy incorporate control as a 

component of privacy, implying that privacy is a form of control. The right to privacy 

embodies the presumption that individuals should have an area of autonomous 

development, interaction and liberty and a “private sphere” with or without interaction 

with others, free from arbitrary State intervention and excessive unsolicited 

intervention by other uninvited individuals (Scheinin, 2009). This view is also 

sometimes referred to as accessibility privacy (DeCew, 1997). 

Classic Privacy Theories  

Classical privacy theorists view privacy in connection with non-intrusion, non-

interference and having control over one’s personal information (Moor, 1997). Non-

intrusion theories focus on the individual and their freedom against intrusion of their 

personal information by government and businesses. On the other hand, non-

interference theories of privacy view privacy in terms of freedom from interference in 

making decisions.  

The key elements of the three classical theories are articulated in Moor’s (1997) 

comprehensive theory of privacy as cited by Tavani (2007:16) which states that “an 

individual has privacy in a situation if in that particular situation the individual is 

protected from intrusion, interference and information by others.”  

Moor distinguishes between naturally private and normatively private situations, with 

the former referring to an intrinsic sense of privacy and the latter referring to privacies 

within legally defined spaces. A normatively private situation is a situation that is 

protected by ethical, legal or conventional norms. It can be argued, therefore, that 

privacy cannot be viewed normatively without consideration of natural privacy. Most 

experts, however, are drawn to issues surrounding privacy’s normative significance 
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and question whether a neutral conception is either plausible or needed (Nissenbaum, 

2009). 

Relevance of the Theoretical Framework to the Study 

Since the early 1970s, scholars in the United States have also explored the idea of 

property rights in personal data (Agre & Rotenberg, 1997).  Solove (2001) states that 

the importance of the introduction of property rights lies in empowering the individual 

to reclaim lost control over their data or acknowledge an inherent connection between 

an individual and data about them. Introduction of property rights in personal data has 

been advocated for from several perspectives: arguably, it would help individuals 

reclaim lost control over their data, or acknowledge an inherent connection between 

an individual and data about them (Bergelson, 2003).   

Lessig (1999) makes an economic argument that invokes property as a regulatory tool 

and an instrument to create a general, more effective system of data protection 

incorporating inter alia privacy-enhancing technologies. Purtova (2010) refers to this 

as the instrumentalist theory of propertisation and argues its validity in the exploration 

of personal data related practices, especially with the emergence of the service 

economy, new marketing techniques, welfare state and security concerns in the 

aftermath of the US 9/11 attack.  

It can, therefore, be argued that acknowledging the already existing phenomenon of 

the commodification of personal data, propertisation would potentially offer a solution 

to the data protection problem resulting from the information revolution. This makes 

the pathetic dot theory relevant to consider in this study as it is useful for reflection on 

an individual’s autonomy over their data in the current digital environment. 
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2.3 Exploring Data Protection Policy Approaches 

Given this theoretical background, there has been extensive debate on the nature of 

privacy and data protection law, given the fluidity and ever-changing technological 

environment. Four major models of privacy protection have been pushed by the 

European Privacy Information Center (2002) and endorsed within the African context 

by the South African Law Commission (2003). These include the comprehensive, 

sectoral, self-regulation, and technology law models. In assessing self-regulation, 

reference is also made to co-regulation. 

Comprehensive privacy laws lean towards a more governmental approach (De Hert & 

Gutwirth, 2009). This approach, also known as the traditional and legislative model, 

ensures that there is a general law that governs the collection, use and dissemination 

of personal information by both public and private players. In this approach, an 

oversight board is appointed to ensure compliance. This is the model adopted by most 

countries in the EU. The United Kingdom adopted its Data Protection law (2001) 

following Directive 95/46/EC of the European Parliament, which is administered by a 

governmental agency, the Information Commissioner. Further, most substantive 

policies on data protection in the African region use this model. South Africa’s data 

protection law, the Protection of Personal Information (POPI) Act (2013), establishes 

supervisory authority, the Information Regulator, to enforce provisions of the law. 

Equally, Mauritius’ Data Protection Act (2004) is administered by a Data Protection 

Office, led by the Data Protection Commissioner. 

Proponents of this approach emphasise the need for government’s control in limiting 

the private sector’s potential to profiteer from personal data and maintaining coherent 

and harmonised regulation of private entities.  



14 
 

Under the self-regulatory approach, data protection (in an e-commerce context) is left, 

mostly, to the evolution of industry norms and voluntary compliance. With self-

regulation, industry guidelines determine the privacy policy on information that 

companies collect and use. The self-regulatory approach can either be a purely self-

regulatory model or a co-regulatory one (Van Heesen-Lacle & Meuwese, 2007). In the 

purely self-regulatory model, there is no direct or indirect public intervention to 

impose or foster regulation. On the other hand, co-regulation is a hybrid solution where 

a legislative act defines the framework and the extent of the co-regulation entrusted to 

recognised parties in the field. It is the parties that decide on the voluntary agreements 

between themselves to achieve the objectives of the legislative act (EU, 2011). 

Within the United States of America (US), this model has not been highly effective 

and there is little evidence that the aims of the codes are regularly fulfilled (Ncube, 

2002). In assessing the US self-regulatory stance, O’ Connor (2018) notes that for its 

effectiveness, companies should have clearer rules and individuals must incentivise 

companies for their data to be secured.  She argues that because the costs of disclosure 

and data breaches in the US are financially insignificant, a more comprehensive legal 

framework that provides for a mix of incentives for better security practices, 

disclosures and individual protection is a better solution. Similarly, Domingo and 

Villar (2018) argue that a mix of the self-regulation and co-regulation model is more 

balanced than a purely self-regulatory alternative, as codes of conduct do not always 

have the desired effect if they are not accompanied by legislation.  

The sectoral model has sectoral laws governing an industry. In such cases, 

enforcement is achieved through a range of mechanisms in a sector such as finance 

and banking. This approach was adopted in the US without a comprehensive data 
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protection legislation, leading to companies adopting alternative privacy practices. A 

major drawback with this approach is that it requires new legislation to be introduced 

with each new technology resulting in delays in protections and causing fragmented 

policies that are contradictory.  

The fourth approach, technologies of privacy or privacy by design has come about in 

response to the need for technology-based systems that can move privacy protection 

to individual users. The approach is largely pushed by civil society players and human 

rights defenders, and is backed by the United Nations in response to State bans on the 

use of encryption tools, stringent licensing and registration requirements, and 

intentional weakening and restrictions on encryption tools designed to protect 

anonymity (United Nations, 2018). Under this approach, a range of programs and 

systems that provide varying degrees of privacy and security of communications 

including encryption, anonymity, proxy servers and digital cash is within the control 

of the individual users.  

A cursory look at these four approaches demonstrates that there are more opportunities 

in synergising these approaches for more impact in data protection regulation. 

Depending on their application, these approaches complement or contradict each 

other. In the countries that protect privacy most effectively, all the models are used 

together to ensure privacy protection. In other countries, sectoral laws complement 

comprehensive legislation by detailing certain categories of information such as 

telecommunications, police files or consumer credit records.  
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2.4 Legislative Approaches, Politics and Governance 

Political culture and systems of governance have a huge influence on the adoption of 

a legislative approach. Political culture refers to the shared values and beliefs of a 

group or society regarding political relationships and public policy (Swedlow, 2013). 

Early scholars of political culture theory, Almond and Verba (1963), discussed three 

types of political culture in their study of five democratic countries: Germany, Italy, 

Mexico, the United Kingdom, and the United States. These included parochial political 

culture, demonstrated by Mexican citizens who were mostly uninformed and unaware 

of their government and took little interest in the political process; subjective political 

culture illustrated by German and Italian citizens who were somewhat informed and 

aware of their government and occasionally participated in political processes; and 

participant political culture as found in the United Kingdom and the United States, 

where citizens were informed and actively participated in  political processes.  

Later, theorists discussed the transfer of political culture across generations through 

political socialisation. Swedlow (2013) notes that political socialisation produces 

cultural attitudes about power legitimacy, authority and public policy as influenced by 

political socialisation agents such as teachers, boards of education, the church, 

business, and the media. Generally, the prevailing political culture perpetuates the 

existing power structure, even though this may differ in other circumstances.  

A system of governance implies the distribution of power among political institutions 

to achieve a balance of power (Zimbabwe Election Support Network [ZESN], 2018). 

Ideal systems of governance must ensure separation of powers and a system of checks 

and balances among the three branches of governance - the executive, legislative and 

judicial. Fixation with systems of governance, therefore, reflects a quest for excellence 
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in the operations of government, a search for best practices of accountability, 

transparency, fairness, responsiveness, efficiency, and representativeness (ZESN, 

2018).  

The World Summit on the Information Society (WSIS) Tunis Agenda defined internet 

governance as the development and application by governments, private sector and 

civil society in their respective roles, of shared principles, norms, rules, decision-

making procedures, and programmes that shape the evolution and use of the internet 

(WGIG, 2005). From the definition, multi-stakeholder governance aims for the 

involvement of all relevant stakeholders in decision making through a dialogue 

process. 

Stickling (2012) defines multi-stakeholderism as a process which fully involves all 

stakeholders which produces consensus-based decision-making and operate in an 

open, transparent and accountable manner. Multi-level governance is a dynamic 

process which helps to increase joint ownership and implementation of the policy.  

However, Calandro, Gilward and Zingales (2013) outline several controversies in the 

approach, including a lack of clarity regarding the scope of multi-stakeholderism, 

whether the term refers simply to a process or the more institutional concept of the 

form of representation. Given the multiple issues involved in the governance of the 

internet, collaboration and trust among stakeholders are key in reaching consensus on 

the ideals for democratic internet governance.  

Political culture has an influence on internet governance processes the world over. The 

nature and composition of African states across the region reflect varying levels of 

political will in the incorporation of resolutions passed annually at the African Internet 

Governance Forum (AfIGF) in national policy making and implementation.  
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2.5 Comparative Systems in Personal Data Protection  

Article 17 of the International Covenant on Civil and Political Rights (ICCPR) is the 

starting point concerning data privacy. It states that “no one shall be subjected to 

arbitrary or unlawful interference with his privacy, family, home or correspondence, 

nor to unlawful attacks on his honor and reputation” and that “everyone has the right 

to the protection of the law against such interference or attacks.” This provision can 

also be found in the Universal Declaration on Human Rights (UDHR). These two-key 

international human rights instruments view privacy as a fundamental right that must 

be protected at law. The international standards for data protection are largely drawn 

from several instruments. These include: 

● The Council of Europe’s Convention for the protection of individuals 

regarding the automatic processing of Personal Data (1981). 

● The Organisation for Economic Cooperation and Development (OECD) 

Guidelines governing the protection of privacy and trans-border data flows of 

personal data. The OECD guidelines provide eight principles relating to the 

collection, purpose, use, quality, security, and accountability of organisations 

concerning personal information.  

● The EU Data Protection Directive (1995) which harmonised member states’ 

laws in providing consistent levels of protection for citizens and ensuring the 

free flow of personal data in the region.  

● The UN Guidelines concerning computerised personal data files which 

encourage UN Member States without data protection legislation in place to 

take steps to enact such legislation, and to encourage governmental and 

International Non-Governmental Organisations (INGOs) to process personal 

data in a responsible, fair and privacy-friendly manner. 
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Due to increasing concerns around privacy discussions by the OECD, the United States 

government and the EU began extensive discussions about developing a regulatory 

framework that would guarantee the protection of the right to privacy (Cate & Mayer-

Schönberger, 2013). The discussions were guided by eight principles including;  

● The Collection Limitation; 

● Data Quality Principle; 

● Purpose Specification Principle; 

● Use Limitation Principle; 

● Security Safeguards Principle; 

● Openness Principle;  

● Individual Participation Principle; and 

● Accountability Principle. 

Although the expression of data protection in the above varies, common minimum 

standards are that personal information must be, collected fairly and lawfully; used 

only for the specified purpose for which it was originally collected; adequate, relevant, 

and not excessive to purpose; accurate and up to date; accessible to the subject; kept 

secure; and destroyed after its purpose is completed (GDPR, 2018).  

A major objective of the OECD was the enhancement of the free flow of personal data 

across borders without the impediments of variances in national laws. There was a fear 

that these variances had caused restrictions which were increasing with technological 

developments and that these could “cause serious disruption in important sectors of 

the economy like banking and insurance” (OECD, para. 4, 1980). 
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The guidelines were revised to include a new recommendation on the Guidelines on 

the Protection of Privacy and Trans-border Flows of Personal Data (2013).  The three 

main aspects within the recommendations that appeal to this study are the 

implementation of privacy protection through an approach that recognises risk 

management; the need for a global effort in addressing privacy within dimensions of 

inter-operability; and cross border cooperation in the enforcement of laws protecting 

privacy. The significance of these guidelines to this study lies in that the OECD is an 

institution that facilitates cooperation between member states while promoting 

economic development. This demonstrates that commercial and trading interests 

motivate data privacy. 

It has been argued that the lack of a provision on the right to privacy in the African 

Charter on Human and Peoples Rights (1982) stands in the way of a progressive 

approach to data privacy and protection on the continent (Shyllon, 2018). However, 

the revision of the Declaration of Principles on Freedom of Expression and Access to 

Information in Africa (2019) to add a new section to deal with the right to freedom of 

expression and access to information and the internet has incorporated the right to 

access, update and correct personal information into the human rights framework in 

Africa. (African Commission on Human and People’s Rights, 2019).  

However, not all jurisdictions view privacy as a fundamental right. Evidently, only 

two of the countries with data protection laws, Angola and Cape Verde, explicitly 

guarantee the right to online privacy. The other Africa countries that have adopted data 

protection legislation include Angola, Benin, Burkina Faso, Gabon, Ghana, Ivory 

Coast, Lesotho, Madagascar, Mali, Mauritius, Morocco, Senegal, Seychelles, South 

Africa, Tunisia and Western Sahara. A good number of African states are still 
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grappling with the legislation to regulate the collection, control and processing of 

individual’s data. (CIPESA, 2018).  

 

At a regional level, the Malabo Convention (2014) is a reference point. Article 25(1) 

of the Convention outlines confidentiality, integrity, availability and survival of 

information and communication technology systems. In Article 27 (1), the Convention 

outlines a multi-stakeholder approach to cyber security governance. The Malabo 

Convention provides a personal data protection framework which can be transposed 

to national legislation for the protection of personal data and promoting the free flow 

of such personal data, considering global digitalisation and trade.  

 

The Personal Data Protection Guidelines for Africa (2018), are the most recent 

continental initiatives, jointly worked on by the Internet Society and the African 

Union Commission. The guidelines set out 18 recommendations in three broad 

categories including; two foundational principles to create trust, privacy and 

responsible use of personal data, eight recommendations for action with 

government and policymakers, data protection authorities, data controllers and data 

processors, and eight recommendations on three themes including multi-

stakeholder solutions, wellbeing of digital citizens and enabling and sustaining 

measures. 

 

While several common data protection principles have been adopted in different 

jurisdictions across the continent, there are variances in the enforcement of data 

protection laws and provisions in ensuring, especially, data sovereignty at national and 

regional levels.  Data sovereignty is a principle that data, especially in electronic form, 
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is regulated by the laws of the country in which data resides.  

Ghana, Seychelles, Tunisia , South Africa and Mauritius cover all eight elements in 

their data protection laws. South Africa’s POPI Act, stands out in the inclusion of areas 

that include a requirement for a data protection officer, provision for breach 

notification, cross border data transfer limitations, and electronic marketing (CIPESA, 

2018). Most African laws require organizations to disclose the type of personal 

information being collected, the reason for the collection and with whom the personal 

information is shared. However, consent is not uniform across the region, only Benin 

requires consent for the use of sensitive personal information (Rich, 2014).  

Within the context of e-commerce and digital trading, other principles worth noting 

are the requirements for a data protection officer, breach notification, cross border data 

transfer, limitations, electronic marketing, and online privacy.  Ghana is the only 

African country that does not provide restrictions on cross-border data transfer 

(CIPESA, 2018). In Angola, the transfer of personal information to countries that do 

not ensure an adequate level of protection requires written consent from the individual 

and authorisation from the data protection authority, while in Burkina Faso, consent is 

not necessary as long as the receiving country presents the same level of protection 

(Rich, 2014). An individual’s consent overrules the lack of adequate protection offered 

by the receiving country provisions of data protection legislation in Cape Verde, 

Gabon, Madagascar and Mauritius. In contrast, the data protection authority in 

Seychelles defines whether a transfer would violate any of the principles (Rich, 2014). 

Three countries - South Africa, Ghana and Benin - have adopted a breach notification 

requirement in their legislation. 
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This is not to say that African countries that have adopted data protection legislation 

are fully prepared for the new digital economy. Owing to the variation in the laws it is 

critical, when doing business with these countries, that one must consider the laws and 

relevant territories to ascertain the associated risks and costs (Michalsons, 2015). This 

is because laws in different countries vary and both criminal and civil sanctions may 

apply for violations. 

2.6 Zimbabwe’s Data Protection Legislation and Policy Framework  

 

In Zimbabwe, the right to and protection of privacy is enshrined in section 57 of the 

country’s constitution. Although the country has no designated law that looks at data 

protection specifically, it has in its statutes, several laws that make up the country’s 

data protection policy and regulatory framework.  

 

Zimbabwe established an institutional framework for enacting legislation to deal with 

digital data protection in its National Policy for Information Communication 

Technology (2016-2020). The policy outlines the intention to develop, implement and 

promote appropriate security and legal systems for e-commerce, including issues 

related to cybersecurity, data protection and e-transactions. This section outlines the 

laws and highlights critical data protection related sections including the definition of 

personal information, responsible authorities, collection, use, disclosure or disposal of 

personal information. 

2.6.1 Access to Information and Protection of Privacy Act 

 

Zimbabwe’s Access to Information law, the Access to Information and Protection of 

Privacy Act (AIPPA) (Chapter 10:27) remains the country’s main data protection law. 

This is in spite of its repeal in 2019, which resulted in a process to unbundle it into 
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three data protection laws: the Protection of Personal Information Bill, the Freedom of 

Information Bill and a law regulating the media regulator, the Zimbabwe Media 

Commission Bill.  

 

The law grants the right of access to any record containing personal information that 

is in the custody or under control of a public body. It, however, denies the same access 

to a record if such disclosure will result in the unreasonable invasion of a third party’s 

privacy. 

 

AIPPA covers access to information, protection of privacy and regulation of the mass 

media. Its provisions on data protection and use of personal data mainly deals with 

data held by public bodies. The Act criminalises the giving of false personal 

information about oneself or that of a third party either verbally or in writing to public 

bodies, with a sanction of a fine or imprisonment for a period not exceeding six months 

or to both a fine and imprisonment (AIPPA, 2002).  

 

The law defines personal data as information about an identifiable person including 

their name, address or telephone number, fingerprints, blood type or inheritable 

characteristics, information about educational, financial, criminal or employment 

history, and personal correspondence with home and family. It also deals with the 

collection, protection and retention of personal information by public bodies, outlines 

conditions and exceptions in which a public body can collect personal information. 

 

2.6.2 The Banking Act (Chapter 20:24) 
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The Banking Act Chapter 24:01 provides for the supervision and regulation of 

individuals and entities conducting business and financial activities in Zimbabwe. It 

specifies banking activities as receiving deposits, travellers’ cheques, credit cards, and 

extending credit including mortgage credit and financing of financial transactions. 

 

The Act establishes the Deposit Protection Corporation (DPC) as the authority to 

oversee the protection of depositors. The authority is also responsible for the provision 

of information of applicants in the verification of applicants for registration of a 

banking institution. Registration of banking institutions is subject to terms and 

conditions prescribed by the Registrar after consultation with the DPC.   

 

The law contains elements of monitoring and supervision of banking activities, 

through the country’s central bank, the Reserve Bank of Zimbabwe (RBZ). Under the 

Act, the RBZ can appoint its officers to review security books, records, accounts, and 

documents about the business of the institution without notification. They work with 

examiners appointed by the DPC as prescribed by the Deposit Protection Act Chapter 

24:29.  

 

The Act obliges the preservation of secrecy in the protection of information acquired 

while performing their functions, except where disclosure is subject to approval by the 

RBZ. Disclosure of information concerning transactions, deposits and funds is 

permissible if it is required for detecting, investigating, or preventing an offence. 

However, the Act does not deal with the full protection of data collected by banking 

institutions in the exercise of their duties. Rather, the Act permits sharing of 

information between the RBZ, the Registrar and the Director of Census and Statistics 
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whenever possible for their respective functions.  However, the Act states that the 

information shared must not reveal confidential data. This, together with Section 77 

which stipulates that the registrar, agent, curator, employee or anyone with access to 

the information may not use it for personal gain, can be seen as a guarantee for the 

protection of personal information relating to transacting in Zimbabwe. Any such 

disclosure is a classified offence which attracts a sentence of a fine not exceeding level 

20 or 5 years in prison. 

 

2.6.3 National Registration Act (Chapter 10:17)  

 

The Act regulates the collection, use and storage of the national database. It provides 

for the registration of persons resident in Zimbabwe with identity documents (IDs) 

such as national identity cards, birth certificates and passports. The Act imposes 

obligations and criminalises the failure to carry identity documents as proof of identity.  

 

The Registrar-General, and all persons employed in that office, are obligated with the 

custodianship of the national database, and are required to keep secret all information 

in the exercise of their duties. However, the Minister can determine the classes of 

persons to be exempted from the requirement to carry IDs. The Act also grants the 

Minister regulatory powers to issue original, duplicate or replace IDs, determine the 

fees payable for processing and to formulate the procedure for issuance and 

surrendering of IDs of the deceased or persons leaving Zimbabwe.  

 

The Act gives the Registrar-General power to compile a register of residents in a form 

approved by the Minister of Home Affairs.  Registration of citizens is obligatory in 

Zimbabwe and, in registering, applicants must submit full name, birth date and place, 
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address, citizenship status, date of entry into Zimbabwe, marital status, family and 

tribal affiliations. They must also submit fingerprints and have a photograph taken. 

Information from the national database can only be released if the office of the 

Registrar is requested in a court of law or if it is released in ‘good faith’ and without 

negligence. Parameters of ‘good faith’ are not defined in the Act.  

 

Offences listed in the Act include the unlawful possession of an identity document 

belonging to someone else, submission of a ‘false statement’, altering or destroying an 

identity document, and forging or knowledgeably using a forged identity document. 

These offences call for a fine not exceeding level seven or to imprisonment for a period 

not exceeding two years or both.   

2.6.4 Interception of Communications Act (Chapter 11:20)  

 

The Act provides for lawful interception and monitoring of citizens’ tele and postal 

communications, or another related service system through the establishment of a 

Monitoring of Interception of Communications Centre (MICC) manned, controlled, 

and operated by technical experts. The technical experts at the centre also give 

technical directions to service providers to ensure compliance with the Act. 

 

Warrants for interception are submitted to the Minister of Transport and 

Communications, who is the sole official with the power to issue them.  They are valid 

for three months, but can be renewed for a further three months if good cause for the 

extension can be shown. Grounds for the issuance of warrants  include connection to 

crimes and threats to national security, public safety, or national economic interest.  

These can be issued by the Chief of Defence Intelligence, the Director-General of the 

President’s Department of National Security, the Commissioner of the Zimbabwe 
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Republic Police and the Commissioner-General of the Zimbabwe Revenue Authority.  

Persons authorised for the interception shall only use the information required and for 

the purposes specified in the warrant and destroy records on or before the expiry of the 

warrant period.  

 

Individuals who receive a notice of interception must comply, and in the instance that 

they no longer possess the required information, they must facilitate the obtaining or 

discovery of the protected information. On registration of their customers, 

telecommunications service providers are required to collect personal information 

including the full name, residential address, business and postal address and ID 

number of an individual. For business entities, details of incorporation or registration 

and any other information deemed necessary must also be included. The service 

providers are also mandated to assist in State interception through the installation of 

telecommunications systems, hardware and software facilities and devices that can 

facilitate real-time and full-time monitoring to the monitoring centre via fixed or 

switched connections.  Failure to comply is an offence which may lead to a fine not 

exceeding level twelve or to imprisonment for a period not exceeding three years or to 

both a fine and imprisonment. 

 

In Section 11 on terms of disclosure, the Act states that if a person given notice of the 

disclosure has different information than that required, they shall not be obligated to 

share it.  

2.6.5 Postal and Telecommunications (Subscriber Registration) Regulations, 

2013, Statutory Instrument (SI) 142 of 2013    

 

The SI establishes the country’s Central Subscriber Information Database, maintained 



29 
 

by the Postal and Telecommunications Regulatory Authority (POTRAZ), to monitor 

service providers' compliance, assist emergency call services, law enforcement and for 

research of the sector. 

 

The database is held on a strictly confidential basis and only authorised personnel shall 

be allowed access to its information. These include POTRAZ, who can make one 

request a quarter of the calendar year for the full register, but can also give notice for 

subscriber registration inspection during working hours.  POTRAZ may disclose 

information from the database central data to law enforcement. However, this 

disclosure must follow the submission of a request from a high-ranking law 

enforcement official and must not violate the constitution or any other law, nor must 

it constitute a threat to national security. In this instance, the Instrument provides for 

a requirement of a warrant or court order from a judge, magistrate, or police officers 

for the release of information to law enforcement agents. Data controllers, appointed 

by POTRAZ, are established to conduct periodical compliance audits to verify the 

accuracy of data submitted by telecommunications service providers, including cell 

phone, telephone and internet access providers. 

 

Service providers aid in the compilation of the database by maintaining a subscriber 

register with a record of their individual customer's personal information including 

names, permanent residential address, nationality, ID number, gender and subscriber 

identity number. In the case of legal entities or organisations, a copy of the certificate 

of registration, incorporation or business licence and the personal information of the 

authorised representatives. This information must be stored for as long as they are 

providing the service and for five years after the termination of a contract. Provision 
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of services to individuals or a legal entity is prohibited, and failure to register a SIM 

card or providing incorrect information is an offence with a penalty of imprisonment 

of up to six months.   

2.7 Data protection, E-commerce and Trade  

2.7.1 Linking data protection, E-commerce and Trade 

Data protection has traditionally been a national focus, due in part to the strong 

national security and surveillance concerns of governments and consumer concerns 

about privacy protection (New Markets Lab, 2018). Gwagwa and  Hove (2018) state 

that while surveillance and monitoring of telecommunications networks provide real 

value where real national security threats exist, surveillance activities can only be 

justified when prescribed by the law, are necessary to achieve a legitimate aim and are 

proportionate to the aim pursued. Balancing the right to personal privacy with the 

State’s pursuit of national security has become a battleground of profound importance 

for human rights jurisprudence. 

E-commerce involves many issues such as trust, security, privacy, accessibility, 

familiarity, awareness, and quality of public services (Jaeger, 2003). However, 

businesses implementing e-commerce in developing countries face substantially 

greater challenges than businesses in developed countries due to the unreliability of 

the internet connection, the poor availability of accessing the internet due to the poor 

infrastructure, the high cost of doing so, and also the low level of ICT penetration 

throughout developing countries (Molla & Licker, 2005). 

Lopes (2018) notes that for realisation of the full benefits of digital trade, regulators 

and public infrastructure need to cater for start-ups in the same manner as business 

does. This, he notes, can be achieved through a solid legal framework that protects 
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intellectual property and property rights beyond regulatory measures to provide 

incentives, such as lowering non-tariff restrictions and promoting free movement of 

persons, to investors to take measured risks.  

Government promotion and support is a crucial factor in the development of e-

commerce (Al-Ghamdi, Drew & Al-Faraj, 2011). This is because the government 

facilitates the essential requirements such as provision of robust secure online payment 

options, solid ICT infrastructure, educational programs and raising awareness through 

the media and educational institutions. 

In engaging legal reforms and the digital economy, governments are enjoined to pass 

laws that are less omnibus, but more substantive and specific. Electronic transactions, 

specifically, electronic payments, cybersecurity and cybercrimes, consumer protection 

and data protection laws are the four key regulations most governments are encouraged 

to pass to legally design for a robust e-commerce economy (New Market Labs, 2018). 

These should be separated to afford for proper handling of sectoral challenges. While 

it has been argued  that data privacy affects the market by restricting competition,  it 

must be noted that it lays down procedures for lawful processing of personal data for 

individuals building confidence and trust  in trade and commerce. Khan (2018) 

emphasizes the need for competition regulators to develop new tools to deal with the 

increasing market concentration and e-commerce platforms effectively operating as 

utilities. 

 

Regulation of electronic transactions is critical in e-commerce as it represents the 

authentication of agreements, receipt of payments and guarantees dispute resolution. 

While several different approaches to e-payments exist, priorities among public and 
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private sectors is the prevention of fraud, compliance with banking requirements and 

security issues at a transactional level. The need for confidence in the security and 

privacy of electronic transactions is articulated prominently in South Africa’s green 

paper on electronic commerce, which provides a framework for dialogue aimed at 

streamlining e-commerce issues into government policies among its key issues.   

2.7.2 The Dilemma of Data Protection Policy in a Continental Free Trade Area 

 

A continental free trade agreement requires commitment and political will by member 

states in the adoption of data protection policies at the domestic level. Uneven 

commitment to continent-wide positions and agreements on the African continent are 

a potential challenge that Africa would face in the implementation of data protection 

across the region (Wanyama, 2017). While European states have embraced its GDPR, 

African states have failed to endorse their version of the GDPR. Beyond recognition 

of observance of standards within its region, the GDPR requires that safeguards be in 

place in all countries outside Europe to which data is being transferred from Europe.  

 

Any company, even if it is located and/or legally registered outside the EU, that wants 

to do business (offer services, sell goods, etc.) with people in the EU will have to 

comply with the regulation. Once a data protection framework is adopted at the 

continental level, it is expected to protect the privacy rights of the citizens but largely 

affects private companies that process or control personal information, even if they are 

not located within the geographic area.  

 

The Association for Progressive Communications [APC] (2018) highlights three 

challenges with the GDPR that could apply in any continental context. Firstly, the risk 
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of companies deciding not to offer services to citizens in a trade area as they resist 

compliance with the data protection requirements. Secondly, the issue of costs and 

resources needed to ensure compliance for smaller and non-commercial entities, 

including independent and alternative media organisations. These costs could, in fact, 

limit innovation and job creation, as opposed to expanding it from its status. This is 

likely to be a key one for African states given, firstly, that e-commerce remains low 

on the continent, and generally the state of the economy in several jurisdictions. Lastly 

is a ‘minimalist approach’ to compliance by some companies in which they give the 

option to either agree or not to their new terms of service that comply with the data 

protection policy.   

2.7.3 Key Data Protection Obligations for States under AfCFTA  

 

AfCFTA established the largest free trade area across the globe which is expected to 

cover 1.2 billion people with a combined GDP of over $3.4 trillion. Intra-African trade 

is expected to increase to 52 percent by 2022 (Signe, 2018).  

 

To date, the current features of AfCFTA are illustrated below: 

 

Figure 1: Continental Free Trade Area: Key features Reference: ATPC & UNECA 

(2018) 
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The main aspects of AfCFTA are found in its objectives. These include the creation of 

a single market for goods and services that is facilitated by the movement of persons; 

the creation of a liberalized market for goods and services; the movement of capital 

and natural persons; and the promotion of the sustainable and inclusive socio-

economic development, gender equality and structural transformation of African 

States. AfCFTA also recognises the importance of international security, democracy, 

human rights, gender equality, and the rule of law, for the development of international 

trade and economic cooperation. 

 

Digitalisation and free movement of persons, goods and services are key 

characteristics of AfCFTA and have implications on corresponding cross-border 

transfer of personal data. Surveillance, security, fraud and hacking have been 

identified as some of the major concerns (Rose, Khoo & Straub 1991). The United 

Nations Conference on Trade and Development [UNCTAD] (2017) stated that cyber 

threats and data security will be part of the factors that will influence future global 

Foreign Direct Investment (FDI) activity.  

 

AfCFTA contains specific sections on state obligations on data protection. The 

preamble speaks to data protection regulatory processes. Key points in the section 

include emphasis on consumer protection which are referenced in the revised OECD 

guidelines. The new areas include non-monetary transactions, digital content products, 

active consumers, mobile devices, privacy and security risks, payment protection, and 

product safety. The guidelines present new provisions in the area of privacy and 

security risks and product safety, and updated provisions that are important in defining 

the role of consumer protection authorities in their protection of consumers in e-
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commerce, exchange of information and cooperation in cross-border matters.  

AfCFTA’s Scope of Application outlines the need to “promote research and 

technological advancement in the field of services to accelerate economic and 

social development.” Research is a key aspect as it would influence the adoption of 

the policy by giving apt comparisons in a region or globally. Given the evolution 

of a digital economy on the continent and issues raised above on the link between 

data protection, e-commerce and trade, this objective would be important to note. 

 

General obligations and disciplines on disclosure of confidential information 

emphasise the need for states to ensure the confidentiality of personal information 

and data which include the right not to disclose confidential information and data, 

especially if the disclosure will be in contrary to the public interest. This, when read 

together with Article 16 on security exceptions, emphasises the need for clarity on 

the boundaries of national interest and security. The Article also protects states from 

disclosing any information that is contrary to its essential security interests. 

However, the definition of national and security interests remains obscure in most 

African countries.  

 

Privacy of data and personal safety are outlined in section (c) of the General 

Exceptions which states that nothing in the Protocol shall be construed to prevent 

the adoption or enforcement by any State Party of measures: 

(c) Necessary to secure compliance with laws or regulations which are 

not inconsistent with the provisions of this Protocol including those 

relating to:  

i. The prevention of deceptive and fraudulent practices or to deal 
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with the effects of a default on services contracts;  

ii. The protection of the privacy of individuals concerning the 

processing and dissemination of personal data and the protection 

of confidentiality of individual records and accounts; and 

iii. Safety. 

 

AfCFTA is set to facilitate trade and free movement of human and financial capital as 

it improves socio-economic development. Collection, processing and storage of 

personal data are key to trade and movement of persons. Two natural consequences of 

this trend are the need to protect personal data in the context of e-commerce, and in 

the case of intra-African trade, and the need to protect biometric data, in the case of 

the movement of persons (Shyllon, 2018).  

2.8 Summary 

This chapter makes the linkages between privacy and data protection by exploring the 

conceptual and theoretical framework on privacy. It also discusses data protection 

policy and legislative approaches zeroing in on how politics and systems of 

governance influence them. The chapter also reviews related and relevant literature on 

the linkages between trade, e-commerce and data protection and explores possible 

challenges in the implementation of data protection policy in a Continental free trade. 

It further gives an overview of Zimbabwean laws that relate to data protection, before 

zeroing in on obligations for African states under AfCFTA.   
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CHAPTER 3 METHODOLOGY 

3.1 Introduction 

This chapter outlines the methodological approach that underpinned the study as it 

tried to achieve the objectives discussed in chapter one. It also gives a detailed 

description of the population and the sampling method used in its composition together 

with data collection and analysis methods.  

3.2 Research Design 

This study employed a mixed-methods design that integrated both qualitative and 

quantitative research and data. A mixed method is effective in dealing with a topic as 

such data protection, as it is a current and developing policy issue, which also requires 

a look at the context to understand the forms and patterns it is taking, especially across 

the African continent.  

 

More specifically, the study took an exploratory sequential approach, as it began with 

qualitative desk research and then in-depth key informant interviews research before 

it employed surveys to get the views of the ordinary person. This research used a 

survey to establish the patterns of digital transacting and level of appreciation of 

privacy and data protection by the ordinary Zimbabwean. Given the challenges faced 

in securing interviews with the ministry and trade organisations, the researcher 

analysed secondary data which included media reportage by Zimbabwe’s public and 

private media. 

 

3.3 Population and Sampling  

For the quantitative approach employed using the survey, the population of this study 

was 2050 respondents. 50 participants took part in the offline survey. The majority of 
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these were resident in Harare and the rest in surrounding towns, who were in Harare 

when the questionnaires were distributed. These participants were randomly selected 

at purposively selected institutions that collect data for public records or transactional 

purposes. These included commercial banks at a shopping centre in Harare, the 

National registration office in Chitungwiza, a private doctor’s rooms, an Ecocash 

Zimbabwe (mobile money) agent and a car sale in Harare. The researcher worked with 

an estimation that on average each institution would serve at least 50 people per day, 

and worked with random selection of 20 percent per institution, giving 10 individuals 

per institution. 

 

The population of the online survey was 2000 and included followers on the 

researcher’s social media accounts including Twitter which had 1950 followers and a 

Facebook page with 50 likes at the time of the research. The followers are largely 

media and tech savvy and follow internet governance trends. The sample size was 

calculated using the Raosoft sample size calculator which resulted in a sample size of 

179 using a margin error and confidence level of 7 percent. However, the researcher 

managed to get responses from 93 participants.  

 

For the qualitative approach, 12 institutions were purposively selected as key 

informants for in-depth interviews. The selection was made with a bias on 

specialization in data protection, e-commerce and trade issues. They included the 

Ministry of Industry and Commerce and the Ministry of Foreign Affairs and 

International Trade, trade organisations, Zim Trade and Zimbabwe Revenue Authority 

(ZIMRA), intergovernmental organisations, SADC, Common Market for East and 

Southern Africa (COMESA) and the African Union Commission (AUC), and civil 
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society organisations: Alt Advisory, Digital Society of Zimbabwe and the Centre for 

Law and Development Zimbabwe. 

 

The researcher managed to get seven interviews as follows: 

 

Table 3.1: Population and Sampling 

CATEGORY NAME NO 

 

IN-DEPTH KEY INFORMANT INTERVIEWS 

 

Trade organisations 
Zimbabwe Revenue Authority 1 

 

Intergovernmental 

organisations 

Common Market for East and Southern Africa 

(COMESA) National Focal Point 

1 

African Union Commission (AUC) - Infrastructure and 

energy  

2 

Regional data protection 

experts/Civil Society 

Alt Advisory, South Africa 

 

1 

Digital Society of Zimbabwe 
 

1 

Centre for Law and Development Zimbabwe 

 

1 

 TOTAL 7 

 

 

 

3.4 Data Collection Instruments 

The researcher made use of a survey questionnaire, distributed both as a self-

administered and online survey, and a semi-structured interview guide as data 

collection methods.  During the interviews, the researcher used probing techniques to 

follow up on issues raised to arrive at accuracy in the data gathered. This also applied 

to the questionnaires that were distributed as, often, respondents needed clarity to 

respond to issues which they, in some instances, found too technical. The online survey 

was open for one week as the researcher attempted to get the targeted number of 

responses. 
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3.4.1 Survey Questionnaire 

 

The survey questionnaire focused on individual perceptions about private and public 

institutions that collect and use personal information, views on the main threats to 

personal information in the custody of the institutions and general perceptions of 

privacy and personal information protection in Zimbabwe. The questionnaire had four 

main sections. These covered respondents’ personal details, including gender, age, 

educational and professional background. Another section covered respondents’ views 

on privacy of personal information by exploring their practices when sharing it both 

on and offline. The third section focused on respondents’ perceptions of personal 

information protection. It also explored issues of consent, trust and transparency in 

disclosure of personal information. The last section of the questionnaire focussed on 

personal security awareness.  

3.4.2 Interview guide 

 

An interview guide was used to conduct the in-depth interviews with experts in the 

field of study and relevant authorities. Even though the interviews were semi-

structured, the interview guide served the purpose of ensuring that all critical sections 

were covered in three main sections. The introductory section focussed on the 

interviewee’s interaction with the topic. The second section explored data protection 

in Zimbabwe and the last sought recommendations for the country under AfCFTA.   

3.5 Pilot study 

The researcher conducted a pilot data collection of the questionnaire with 15 randomly 

selected respondents in Harare’s central business district. The online survey was tested 

by four of the researcher’s acquaintances working in the internet governance space in 

Zimbabwe.  
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3.6 Data Collection Procedure 

3.6.1 Questionnaire Distribution  

 

The survey questionnaire was distributed online for a week, then over three weeks for 

the self-administered questionnaire.  A majority 45.6 percent who took part in the self-

administered survey resided in Harare, while 7.6 percent were resident in the satellite 

town of Chitungwiza. The rest of the respondents were residents from surrounding 

towns and cities - Masvingo, Bindura, Mazowe, Mutoko and Chinhoyi - who were in 

Harare at the time questionnaires were administered. 68.8 percent of the online survey 

respondents resided in Zimbabwe, while the rest were from South Africa, Namibia, 

the United States of America, Canada, Australia, Netherlands, Saudi Arabia, Isle of 

Man, and Durham. Interpretation of responses given by this group of respondents 

indicated that they are Zimbabweans based in the diaspora.  

3.6.1.1 Online Distribution of the Questionnaires 

The survey questionnaire was created on a Google form and hosted on the researcher’s 

website (www.koliwemajama.co.zw), and distributed via the researcher’s Facebook 

and Twitter social media accounts. The online survey was cheaper, quicker, and 

reached a wider geographical section of Zimbabwe. While planning the study, the 

researcher took cognisance of data cost implications and ensured that the online survey 

was short and succinct. 

3.6.1.2 Self-Administered Distribution 

10 survey questionnaires were distributed outside each of the five selected institutions 

based on their collection of personal data, conduct of financial transactions and e-

commerce. The researcher opted for this method after failing to get permission from 

http://www.koliwemajama.co.zw/
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most of the authorities to conduct interviews inside the respective institutions.  

3.6.2 Key informant interviews 

 

Primary data for this research was collected through key informant interviews. Based 

on the availability and location of the interviewees, face to face, voice over the internet 

and email interviews were conducted with the relevant government institutions, 

intergovernmental organizations and data protection specialists.  

Secondary data that was used in this research includes regional and international 

privacy and data protection instruments, constitutional provisions, draft bills, policy 

and laws in the specified countries that will be used as case studies, textbooks, 

published and unpublished dissertations, media reports, and a public lecture that was 

held during the study at the Nelson Mandela School of Governance at the University 

of Witwatersrand in South Africa.  

3.7 Analysis and Organisation of Data 

This study employed interpretivism to provide in-depth data and information regarding 

data protection policy options, awareness by the different stakeholders and 

government’s attitudes towards privacy. The researcher used the thematic approach to 

analyse the qualitative data. This included interpretation of meanings from the 

transcripts and categorisation into themes. NVivo software was used to categorise data 

and retrieve themes under selected codes. 

 

Qualitative content analysis was also used to analyse various sectoral privacy policies 

and data collection practices in Zimbabwe. Given the failure to secure interviews with 

the ministries and the main trade organisation in the country, this methodology was 

used in the analysis of media reportage by both the public and private media on 

processes leading to Zimbabwe’s signing of and current developments on the AfCFTA 
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in Zimbabwe, as well as coverage of the Zimbabwe National Chamber of Commerce 

(ZNCC) concerning AfCFTA.  

Quantitative data gathered from the self-administered and online surveys were 

transcribed into excel format and analysed using SPSS software. This enabled the 

researcher to come up with various graphs and pie charts which reflected the 

perceptions of the respondents.   

3.8 Ethical Considerations 

This research considered ethical standards from its design, with a focus on the research 

being of public interest and for the public good. The distribution of the research and 

sharing of the recommendations were transparent, open and replicable. 

 

No financial incentives were provided for participation in the study, rather all 

respondents took part in the study consensually with clarity on its purpose. This is due 

to the fact payment of research participants may be deemed as coercive and serve as 

an undue inducement for participants. The researcher clearly stated the academic 

purposes, process and use of the study, and ensured all participants were made to read 

and understand the consent form before they would voluntarily sign it. This also 

included consent for the audio recording of the in-depth interviews.  

 

To secure the confidentiality of the respondents, the researcher anonymised all the data 

gathered during the survey. As a standard academic ethical requirement, this study 

referenced all scholars, researchers and literature, and gives a detailed list of the same 

at the end of this document.  
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3.9 Summary 

This chapter presented the methodological steps that were followed to answer the 

research objectives. The chapter discussed the philosophical assumptions underlying 

the study, the research methodology, design, and the data collection tools that were 

used. The population and sampling procedures that were followed were also outlined 

in the chapter. The next chapter presents and discusses the research findings. 
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CHAPTER 4 DATA PRESENTATION, ANALYSIS AND INTERPRETATION 

4.1 Introduction 

This chapter is a presentation of data that was collected during the study. The chapter 

begins with a quantitative analysis of data gathered from both the online and self-

administered questionnaires. This will be followed by a qualitative interpretation of 

views and perceptions of key informant interviews conducted. The analysis was 

guided by the objectives. 

4.2 Data Presentation and Analysis 

This section tabulates and analyses the quantitative data acquired during the study in 

the form of tables, pie-charts, and bar graphs.  

4.2.1 Demographic Overview of Online and Self-administered Survey 

Respondents 

 

 

Figure 2: Demographic Data 

 

A majority 74.1 percent of the respondents were male, most of whom took part in the 

online survey. Women made up 25.2 percent of the respondents with, at least, 27 

women having taken part in the online survey and 9 in the self-administered 

questionnaires. Lower participation by women in the online survey reflects global 
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trends of women’s lower access to the internet, particularly in the least developed 

countries where the gender gap is estimated at 33 percent (ITU, 2018). Only one 

respondent identified as non-binary. Respondents in the 30 – 39-year age group made 

up 39.2 percent of the population. More respondents in the 20-29-year age group 

participated online than offline. While 25 took part in the online survey, 12 responded 

in the offline survey and mostly at the national registry office in Chitungwiza or with 

the Ecocash agent. The 50 years and above age group made up only 9.1 percent of the 

sample.  

 
Figure 3: Employment and educational level 

 

A majority 35 percent of the respondents in this study recorded a postgraduate level of 

education. Online respondents recorded three postgraduate diplomas, 22 master’s 

degrees and four PhDs. 37.1 percent of the respondents had undergraduate degrees. 

50.3 percent of the respondents were formally employed as lecturers, medical doctors, 

teachers, researchers, lawyers, communication and technology experts, engineers, 

accountants, researchers, and social workers. Self-employed respondents across both 

surveys made up 19.3 percent.  Self-employed online respondents included two ICT 
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specialists, and a diverse range of professions including journalism, farming, film 

production, sales, and marketing. Unemployed respondents were mainly students or 

recent graduates actively seeking employment and made up 12.6 percent of the 

respondents. 

4.2.2 Frequency and Risks of Online Transacting 

 

 

Figure 4: Online transacting frequency 

 

Of the 143 respondents, 64 said that they considered online transacting to be safe, 

while 36 respondents completely felt online transactions were unsafe. 29 found it risky 

and 14 said that they had no opinion. Those who found online transacting safe said 

they were mainly assured by pre-security checks, frequent password requests, 

verification, and authentication procedures. Respondents who found online transacting 

unsafe or were indifferent about online transacting felt that there was not much an 

individual could do about their safety online. One said, “it’s all a matter of trust 

between the client and the service provider. What can an individual do?” Seventy out 

of one hundred and forty-three respondents said they transacted online very often. 

Transacting included payment of bills, money transfers and payments from either 

bank, mobile money accounts or use of online payment method, PayPal.  Half of these 
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said they transacted online at least twice a week. Respondents stated that online 

transacting was convenient because of the cash shortages which left them with no 

choice. One respondent said they “… have no use for hard cash”, while others recorded 

the inconvenience of queuing for a cash limit of the local currency that does not take 

them through the weeks. Two of the respondents indicated that they had no local bank 

accounts and relied on mobile money services, both of these were women in the 40 – 

49-year category.  

 

A total of 25.2 percent of the respondents indicated that they transact online from 

outside Zimbabwe for online shopping, transferring money into bank accounts or via 

money transfer agents: Mukuru, Money gram or World remit. At least 25 participants 

who made up 17.5 percent of the respondents reportedly transact online occasionally 

to perform regular monthly payments of bills and major quarterly transactions 

including school fees. This they do via mobile banking with Ecocash, either directly 

from their mobile phones or via online portals. 11 respondents said that they do not 

transact online as they either have no access to individual gadgets, registered SIM 

cards or have limited skills to be able to transact individually.  

4.2.3 Trends and Concerns over Personal Data Sharing and Privacy  

 

A total of 72 respondents, making up 53.5 percent of the sample, stated that they were 

uncomfortable sharing their data online. The majority of these were online 

respondents, who mainly expressed concern about the threats to their privacy when 

they share their data on online platforms. While 33.5 percent stated indifference and 

demonstrated limited awareness on the value of their data, 13 percent of the 

respondents were comfortable sharing their data. The latter were largely comfortable 
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sharing data for critical services including medical aid, banking, and national 

registration.  

 

However, a significant 83.2 percent of the total number of respondents expressed 

concerns over threats to their privacy and protection of their data after sharing. Key 

concerns in this category included possible hacking of systems and surveillance by the 

State. The remaining, who neither disagreed nor strongly disagreed that sharing their 

data online can threaten their privacy, either said they did not feel as though they were 

at risk because they had nothing to hide or that they trusted the institutions would 

ensure security in the best way possible.   

4.2.4 Interaction with Privacy Policy or Terms and Conditions 

 

 

Figure 5: Privacy Policy and T & Cs Interaction 

Asked whether they read the privacy policy or terms of conditions before giving their 

personal information in both off and online instances, 51.9 percent of the respondents, 

drawn mainly from the online survey said they sometimes read policy prescriptions.  

They attributed their behaviour to ‘little time’ to go through policies stating they were 

usually written in small text at the end of physical forms or are often in very technical 

language. One respondent noted, “you need 30min to a 1hr just to read the policy, let 
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alone understand what it means in layman’s language”.  Another said ‘big’ companies 

or popular trends are often trustworthy.  

One respondent said,  

That section (the privacy policy section) is too long for me. If I trust the website 

requesting my private information, I do not read the T&C's. However, for new sites 

that I don’t know much about because it’s new or have no referral, I take time to read, 

looking for clauses to do with sharing of information. 

Respondents that always interact with terms and conditions and privacy policies made 

up 24.4 percent of the population. This group largely consisted of online respondents 

with postgraduate qualifications and digital security awareness. They stated making 

serious considerations on intellectual property, implications of financial trading 

outside Zimbabwe and the amount of personal information required before transacting. 

For instance, one respondent highlighted that reading of the privacy policy, “depends 

on the information required of me and the potential gains to the company. If I am 

potentially creating intellectual property, I would like to know how far the company's 

claim to it goes.” While one respondent stated interest in privacy terms and conditions 

for assessing their personal information, they noted that they have no guarantee of that 

protection. They cited seeing certain adverts in their email and social media pages as 

an indication of possible sharing of their information among service providers.  

 

Participants who reportedly never read privacy policies or terms and conditions before 

giving their personal information, both on and offline, made up 23.7 percent of the 

respondents. Of this category, the majority stated that the conditions were least likely 

to influence their decision to subscribe to that service or transact, as the decision is 

made beforehand. The group found familiarisation with privacy policy cumbersome 

and stated that if it were important service providers should highlight it when 
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marketing a product, especially sensitive ones including medical aid and financial 

services. Some did not see the difference in agreeing or disagreeing with the policy. 

They argued that one was forced to proceed with an online process or subscribe to a 

service by agreeing to a policy. This group also noted that as Zimbabwe has limited 

online service options, privacy policies become of lesser importance than the actual 

service that they seek. 

4.2.5 Use and Storage of Personal Data Collected by Service Providers 

 

A majority, 58 percent of the respondents, expressed concerns over the use and storage 

of their data collected by private and public service providers, while 30 percent 

recorded occasional concerns and the remaining 11.8 percent recorded no concerns at 

all. Most concerns on use were attributed to experiences of personal data breaches 

while transacting or interacting on social media platforms. One participant stated that 

her experience of identity theft constantly worries her about the storage of her personal 

data. General knowledge on trends of data breaches as reported by the national, 

regional and global media and knowledge of the potential threats of personal data also 

raised concerns in this group. However, one of the ICT specialist respondents gave a 

more detailed response noting that;  

These days with advanced technology and the continuous attempts on data 

hacking, I am always wondering if the databases that keep the data are 

watertight in the event of hacking. Most organizations have fallen in this pit 

and people’s personal information has been compromised. 

 

Another respondent said, “sometimes the information requested online is too sensitive 

and it’s, at times, difficult to understand why an organization or company would 

require such information.” This resonated with other concerns around a lack of 
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understanding why some personal data that is not related to a service, particularly 

details of next of kin or medical history, are required.   

 

Respondents that said they occasionally had concerns on the use and storage of their 

data shared concerns of hacking, sharing of information and secondary use of the 

personal data by companies for different purposes than it was collected for. However, 

there was a trend in this group to assume that by giving one’s personal information, an 

individual loses control over its use. One respondent noted,  

I do sometimes wonder where some of my data is used and stored, especially if 

an account has been created and verified, why it is still needed. But the truth is 

once I give away my personal information, I have lost total control over it.  

 

One participant said that the only concern they had over the use and sharing of their 

data was whether the government could access it and use it against them if they 

‘stepped out of line’. 

4.2.6 Institutional Trust Rating 

 

Research participants were asked to rate the level of trust among institutions that 

handle personal data and information. They were asked to give a score rating from 

between a scale of 1 to 5. A scale rating of 1 meant they trusted that institution the 

most, while a rating of 5 meant they least trusted that institution to handle their data 

and information. 
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Figure 6: Institutional Trust Ratings 

 

 

4.2.6.1 Government 

 

Most participants indicated a lack of trust in the Government to protect their data, with 

74 out of 143 giving the institution the highest lack of trust score of 5. Another 24 

respondents rated government on a scale of 4, while 22 gave an average rating of 3 

and  13  gave a rating of 2. The lowest score rating of 1 was given by 10 respondents. 

The overall scoring indicated mistrust in governments’ ability to guarantee the privacy 

of citizens’ data by the respondents  

4.2.6.2 Tax Authority 

 

Most participants expressed average to no trust in the tax authority to protect their 

personal data. The authority was evenly rated 3 and 4 by 41 respondents for each 

rating, while 31 respondents rated the institutions with the least confidence rating of 
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5. A total 29 participants indicated high levels of trust in the authority to guarantee 

their privacy, with 19 of these rating the authority 1 and 11 giving a rating of 2.  

4.2.6.3 Financial Services Provider 

 

Financial service providers mostly received high levels of trust ratings. Overall, 56 

respondents gave high ratings, with 39 giving a rating of 2 and 17 giving a rating of 1. 

Both scores, an indication of confidence in financial institutions’ capacity to guarantee 

the privacy of personal data. An average trust rating of 3, was given by 52 respondents 

while 35 indicated limited trust in financial institutions with 24 giving a rating of 4 

and 11 giving a rating of 5. 

4.2.6.4 Telecommunication Service Providers 

 

A majority 63 respondents indicated a lack of trust in the capacity of 

telecommunication service providers’ ability to guarantee the protection of their data. 

Out of these, 35 gave a rating of 4, while 28 rated the sector 5. At least 51 respondents 

gave an average trust rating of 3. While 29 respondents gave high trust ratings, with 

20 giving a rating of 2 and only 9 giving a trust of 1.  

4.2.6.5 Insurance Company 

 

Insurance companies received an average to no trust rating in the ability to ensure the 

protection of personal information.  A majority of 54 respondents gave an average 

rating of 3. However, a combined score of the lower score rankings of 4 and 5 indicated 

that most participants lacked confidence in the institution. 32 respondents gave a rating 

of 4, while 25 participants gave a rating of 5. At least 24 respondents indicated 

confidence in the sector with a rating of 2, and 8 with a rating of 1.  
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4.2.6.6 Online Retail Companies 

 

Generally, participants indicated no trust in online retail companies in the protection 

of their personal data. 40 out of 143 participants and 29 out of 143 participants rated 

online retail companies 4 and 5 respectively. However, the sector received an average 

rating of 3 from 46 respondents, while a total of 28 respondents gave high trust ratings 

with 18 rating the sector 2 and 10 rating it 1.  

4.3 Qualitative Presentation and Analysis 

The key informant interviews sought to identify Zimbabwe’s current challenges due 

to a lack of a substantive data protection policy. They also explored the opportunities 

and challenges to data protection the country is likely to face, and how best it can 

implement a data protection policy under the trade agreement AfCFTA.  

Below is a summary of the broad categories which the questions fell under and key 

discussions raised during the interviews. 

 

4.3.1 Key Data Protection Issues in Zimbabwe 

4.3.1.1 Data Protection and Rights 

 

An emerging issue throughout the interviews was the need for a data protection policy 

that promotes and protects citizens’ rights. Interviewees stated that current laws did 

not adequately uphold both fundamental and facilitated rights.  

Fundamental rights were defined as individual level rights, including the right to 

privacy and the right to informational self-determination. Self-determination refers to 

the capacity of the individual to determine the disclosure and the use of his/her data 

(Pina, 2015). Civil society interviewees underlined the centrality of fundamental rights 
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in data protection policy, extensively exploring power dynamics around advocating 

for the right to privacy. They demonstrated that the right to privacy also facilitated the 

enjoyment of other rights including the right to information, freedom of expression, 

religion, and democratic participation. In the South African case of Amabhungane 

Centre for Investigative Journalism NPC and Another v Minister of Justice and 

Correctional Services and Others [2019] ZAGPPHC 384, it was highlighted that 

violation of privacy by surveilling a journalist had implications on the exercise of the 

right to freedom of expression.  

4.3.1.2 Relationship between the State and Commercial Interests 

 

In general, interviewees felt that the commercialisation of personal data by businesses 

qualified data protection as a mainstream economic and trade issue. For this reason, it 

was important to explore the extent to which the state can objectively regulate 

commercial interests. One interviewee said this was a critical question to be asked, 

particularly at the formulation stages of data protection; primarily as it would lead to 

checks and balances being put in place as “state institutions have historically shared 

data with private corporations and private data brokers.”  

 

Ensuring fair competition between market players was seen as another key issue 

related to the implementation of data protection policy. Interviewees noted the 

intricacy between data protection, other existing market policies, and practise in an 

existing market. They stated this assessment was crucial in as far as the extent to which 

they confront the creation and exercise of monopolistic power by commercial entities 

in the market and their relationship with the state.   
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Interviewees noted that within a free trade area, legislation should also underline 

business ethics, recognise trust as a key issue and promote fairness in both data and 

consumer protections.  

4.3.2 Zimbabwe’s Current Legislation and its impact on Data Protection  

 

Here interviewees spoke about Zimbabwe’s current data protection landscape and its 

impact on the individual right to privacy and overall practise in the industry. Most 

interviewees believed that the obtaining situation of sector-specific data protection 

laws was a setback and there was a need for consolidation into a single law.  

 

Apart from the reality of multiple government authorities' regulation collections, use 

and storage of personal data, interviewees noted that the laws give wide discretionary 

powers to Ministers that administer them. Examples included the issuance of 

interception warrants by the Minister of Transport and Communications, who is the 

sole official with the power to do so, the authorisation of the granting of disclosure of 

information on terms and conditions specified by the Minister of Finance in the Census 

and Statistics Act and the power given to the Minister of Justice, Legal and 

Parliamentary Affairs to write notices published in the Gazette on information related 

to court processes.  

 

Interviewees stated that the lack of a single, independent and impartial supervisory 

authority left individuals exposed, with no clarity on the route to take in the case of a 

data breach. One interviewee said,  

When multiple data collectors are in the picture, there is an increase in risks for the 

consumers. Take, for example, a service provider like Econet in a data breach that 

also includes its mobile money company, Ecocash. Who is answerable in the end to 
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the reserve bank, the regulator or the parent company?  

 

It was argued that the narrow definition of personal information in the country’s main 

data protection law, AIPPA, created regulatory loopholes by not catering for 

technological realities. The widening of the definition, to include online and technical 

identifiers such as IP address, location, device fingerprint and user-generated content, 

was seen as being of paramount importance particularly in the wake of crimes 

associated with or committed using a computer system. One interviewee stated that 

the definition should include and categorise subjective personal data, encrypted or 

pseudonymised data and sensitive data. The lack of provisions for consent in the laws 

and guarantees for absolute rights to data privacy and protection was also seen as a 

key data protection issue that needed addressing.  

4.3.3 Legislative Considerations in Data Protection Policy Formulation  

 

Most interviewees believed Zimbabwe should adopt a mixed legal and regulatory 

approach in the adoption of a data protection policy. This approach was ideal for 

achieving different but overlapping objectives that would clearly define what or who 

the policy sought to protect. It would also clearly define data related harms that 

individuals would be protected against.   

 

Interviewees also noted the need for legislative processes to view data protection as 

both a trade and development issue. One interviewee noted that this was a delicate 

balance to make as most African countries with data protection laws provided high 

levels of protections that do not cater to trade-related issues. One intergovernmental 

interviewee stated that while the linkages between data protection and trade were clear, 

there was a need for states to ensure that data protection policies do not cause delays 
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in the settlement of trade agreements or affect tariffs and taxation of products.  

4.3.4 Data Protection Policy Implementation Challenges under AfCFTA 

 

A key challenge outlined by most interviewees, that Zimbabwe is likely to face under 

AfCFTA, is that it is in a region that lacks commitment to regional data protection 

policy frameworks. Interviewees noted that Zimbabwe was among the thirteen SADC 

states that are not signatories to the Malabo convention with, only Comoros, Zambia 

and Mozambique being signatories.  

 

In general, interviewees noted that the region was making slow progress in the 

domestication of the SADC Model Law on Data Protection adopted in 2013. Apart 

from Mauritius, which has fully enforced its Data Protection Act (2017), and South 

Africa, which has made progress but has not yet fully enforced its POPI Act, the rest 

of SADC remains at a disadvantage for trade prospects. They noted that, unlike the 

East African Community which, apart from a comprehensive framework for cyber 

laws, has a single passport and immigration systems that are permissive to free 

movement of people and goods, SADC has not adopted a unified approach to 

cybersecurity and data protection. This was a setback in the region fully harnessing 

trade prospects under the agreement. 

4.3.5 Effective Implementation of Data Protection Policy under AfCFTA 

 

Interviewees raised four issues, discussed below, in respect of the effective 

implementation of a data protection policy in Zimbabwe under AfCFTA.  

4.3.5.1 Financing of Data Protection Policy 

  

Interviewees spoke about the need for adequate funding for the implementation of the 
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policy. One interviewee noted that “in general, data protection policy implementation 

is expensive as it requires skills, technical infrastructure and capacity of the respective 

institutions and the enforcement aspects also can be capital intensive.” Another noted 

that the funding of DPAs stood out as the most expensive aspect of the implementation 

of data protection policies; and noted that in most African countries the institution was 

wholly funded by the government. For Zimbabwe, this was most likely to be a major 

challenge given its fiscal challenges, and the likelihood of the government prioritizing 

other critical sectors such as health, education and social welfare was high. Adopting 

a diverse collaborative and multi-stakeholder approach to incorporate independent 

digital rights and data protection expert groups and research institutions capable of 

complementing government funding was proffered as a likely solution.  

4.3.5.2 Complementary Implementation of Laws 

 

Interviewees noted that the implementation of a data protection policy under a free 

trade area should be complemented by the implementation of other laws and 

regulations that relate to electronic transactions. These included consumer protection, 

competition and cybercrime laws. However, more emphasis was made on consumer 

protection as a means of addressing the existing imbalances of power between 

individuals and the business sector in Zimbabwe. Strengthening and support of the 

Consumer Protection Commission established under the recently enacted Consumer 

Protection Act (Chapter 14:14) was highlighted as a key step. The full implementation 

of a competition policy, it was argued, was key in addressing existing current 

monopolistic power in the business sector, particularly in the mobile money sector in 

Zimbabwe, which stands out also as a finance sector player.  
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4.3.5.3 Independence of the Data Protection Authority 

 

The independence of the DPA was seen as a guarantee for effectiveness. Some 

interviewees, however, stated that Zimbabwe may face challenges taking this approach 

mainly because of the general trend on the continent that the government has a huge 

influence on the regulators. For example, the Mauritian DPA is located in the Prime 

Minister’s office and cannot effectively implement the policy because of political 

influences. Also highlighted was the general trend in Zimbabwe, where the 

government has a hand in the selection of authorities and commissions in the country. 

Interviewees stated that to appreciate the need for an independent authority, there 

should be careful consideration of the influence the handling of personal data has on 

trade and investment. One interviewee said, “one key consideration is parliamentary 

involvement in the appointment process of a data protection commissioner so that from 

the onset they are made to answer very difficult questions about how they will handle 

the portfolio.” The commissioner would report directly to and submit annual reports 

to parliament. 

4.3.5.4 Co-Regulatory Human Rights-Based Approach to Data Protection 

 

While several regulatory approaches were discussed during the interviews, there 

seemed to be a consensus that a co-regulatory approach may best serve Zimbabwe’s 

trade interests. One interviewee argued that legislation should bestow data protection 

obligations on the business institutions that collect the data, “before sharing data, 

institutions have a responsibility to protect the data throughout the data life cycle from 

collection, processing, storage and deletion.”  
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Self-regulation by the private sector was seen as important as it would place some 

responsibility on the sector, especially in defining its code of ethics, security practices 

and standards for the protection of its customers. At the same time, one interviewee 

noted the need for standards-setting for info-tech systems used to collect and store data 

as a way of ensuring confidentiality and integrity of the individual rights to privacy by 

data collectors. Secure systems would provide for encrypted passwords and data and 

use proxy servers and VPNs.  

However, interviewees noted that while the private sector had a huge role to play in 

self-regulation this would not be adequate. They stated that governments had the major 

responsibility of protecting and guaranteeing the rights of the citizens and creating an 

enabling framework and implementing environment. The study found that to achieve 

this, the approach should be underlined by a rights-based approach that strengthens 

and refocuses the core object of data privacy protection from the competing interests 

in the processing of citizens’ personal information.  

4.4 Discussion and Interpretation 

4.4.1 Urgent Need for Data Protection and Privacy Policy in Zimbabwe 

 

While an overall finding of the study was that the domestication of AfCFTA requires 

a revisit of all trade, data, e-commerce and cybersecurity-related laws, it found that for 

Zimbabwe, the adoption of a data protection policy is of paramount importance and 

requires urgency. 

 

The study found that privacy is central to data protection, both as an individual right 

of citizens or consumers and as a principle for businesses collecting and storing 

personal information for transactional purposes. Therefore, for Zimbabwe, a data 
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protection policy would need to achieve a balance of the two. Results from the survey 

indicated concerns by most respondents over the privacy and protection of their data 

by private sector players. This included the possibility of hacking of systems that store 

their data and surveillance by the state. Reference to state surveillance by respondents 

further underlines concerns on disproportionate use of personal data and meta-data 

obtained from private players, including telecommunication networks, to impinge 

upon the right to privacy. A data protection policy would guard against the misuse and 

abuse of personal information between government departments and private sector 

players without the consent of individuals concerned.  

 

The study established that within the ambit of digital trade, personal data has become 

a resource whose protection should be guaranteed at law. Rauffer (2020) expounds on 

the notion of ‘personal data as the new oil’ by stating that the ‘datafication of 

individuals is linked to the ‘assertification’ of data as a resource.’  She notes that from 

a commercial perspective personal data has taken the role of money and a tradeable 

asset that can also be harvested and sold by data brokers and sold to businesses whose 

core decision making relies on individual biases, interests and preferences.  

 

The study identified a need to increase citizen’s awareness of the value of their data. 

Particularly as some survey respondents indicated that they did not see the value of 

their data and were willing to give away personal information in exchange for 

transactional services with the belief that service providers would be responsible with 

it 

. 
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One interviewee highlighted that “safe and secure cyberspace, trust and confidence in 

the protection of personal data are key to the full use of ICT in all sectors including 

digital trade and e-commerce.” The study established that a data protection policy in 

Zimbabwe would force businesses to re-examine their data collection, use and storage 

practises, a critical point when measured against survey participants institutional trust 

ratings. An interesting finding, however, was that survey participants lack trust in both 

public and private data collectors to handle their data and information. Participants 

only recorded high levels of trust in financial institutions, while the government, the 

tax authority, online retailers, telecommunications and insurance companies generally 

scored poorly, as a significant number felt that as individuals they ceded rights to their 

data as soon as they shared it with the institutions. One informant opined that “there 

are no safeguards on personal data in Zimbabwe that restrict business from abusing it. 

They can go beyond the intended use of the data based on selfish commercial interests; 

the country does not have a clear legal framework for such.”  

 

Interviewees stated that a data protection policy would oblige businesses to ensure 

confidentiality and integrity of the personal information that they collect and ensure 

the security of the systems where the information is stored. They would also observe 

the purpose specification principle, which limits the collection of data to only that 

which is necessary for the purpose for which it is intended. Secondly, the policy would 

ensure adherence to the security safeguards principle, particularly in respect of cross 

border transfers of data. The study noted that jurisdictions without data protection laws 

were said to be more at risk and stood higher chances of violations of personal data 

and information. 
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A data protection policy in Zimbabwe would also bring clarity on recourse procedures 

for citizens in the instance of a data breach. Currently, in Zimbabwe, the RBZ, 

POTRAZ, Consumer Council of Zimbabwe and telecommunications actors are all 

interested parties in data protection disputes, and there is currently no supervisory 

authority that enforces data protection or provides guidance on the interpretation of 

the existing laws to individuals.  

4.4.2 Poor Linkages between Data Protection and Digital Trade  

 

Generally, there is limited awareness and appreciation by critical stakeholders of the 

relationship and importance of data protection, industry and trade. Content analysis of 

news coverage of developments leading to and after Zimbabwe’s signing of AfCFTA 

demonstrated this. 

 

The study found that while AfCFTA was on the agenda of the 2019 Zimbabwe 

National Chamber of Commerce (ZNCC) Trade and Investment Conference, they 

focused on increase in productivity, without reflection on the process of trading in a 

digitalised environment. The launch and implementation of the Zimbabwe National 

Industrial Development Policy (2019-2023) further demonstrates this point. The 

policy is aimed at achieving growth and competitiveness in the industrial sector 

(Nyoni, 2019) and, while it contains some aspects of innovation, little reference is 

made to it in all interactions on AfCFTA. 

 

Even at the governmental level, stabilisation of local industry seems to take precedence 

over the reliance on ICT for the facilitation of trade in the free trade area. Before 

Zimbabwe’s Industry and Commerce Ministry’s Director of International Trade 

signed the agreement, prominent lawyer Beatrice Mtetwa said in a parliamentary 
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update that the country was failing to produce quality goods that would give it a 

competitive advantage in the trade area and required 13 to 15 years before it could be 

a part of the trade area (Vinga, 2019). She said that key areas of focus in the country’s 

preparation were infrastructure upgrade, long term financing for industry and 

consideration of the percentage of the market to be opened in key sectors such as the 

tourism and mining sectors.  

 

Similarly, in his address to the 32nd Ordinary Session of the Assembly of Heads of 

State and Government, following the country’s signing of the agreement, President 

Emmerson Mnangagwa listed priority undertakings as the ratification of the 

agreements on Free Movement of Persons, Right of Residence and Right of 

Establishment (Maodza, 2019). He said that the country’s support for the continental 

free trade dovetailed with the ‘Zimbabwe is open for business’ mantra contained in the 

country’s blueprint, Vision 2030 which focuses on foreign direct investment and 

attainment of an upper-middle-income status for the country. 

 

Civil society informants noted that the conflation of technology-related law in the 

omnibus Cybercrime, Security and Data Protection Bill, as well as the absence of an 

electronic transactions law, was an indication of the lack of appreciation on the impact 

of digitalisation on the country’s trade prospects under a continental free trade area.  

One interviewee opined that they “believe data protection policy is not a priority in 

Zimbabwe. Five years after its first draft bill, Zimbabwe has nothing tangible in place. 

The country is simply not moving fast enough because it does not see the importance, 

least of all for trade.”   
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The study also found that while regional level efforts at African Union level 

demonstrated an appreciation of technologies as a key to sustainable economic 

development, more negotiation on data protection and security considerations was 

needed at the national level. At the time of this study, the African Union Executive 

Council endorsed the Digital Transformation Strategy for Africa (DTS) at its 36th 

Ordinary Session. The DTS underlines cybersecurity and personal data protection as 

a crucial cross-cutting theme for Africa’s digital and economic transformation. 

However, civil society informants noted a tendency by African states to adopt 

continental frameworks, but not follow up with their domestication at the national 

level. One informant stated that “we cite continental frameworks as a way to get 

acceptance at a global level, but nothing is translated to practice here in Zimbabwe.” 

 

4.4.3 Zimbabwe’s Data Protection Challenges in the Era of Digital Trade  

4.4.3.1 Lack of Commitment to Continental Data Protection Guidelines  

 

One of AfCFTA’s objectives is to contribute to the movement of capital and natural 

persons and to facilitate investment building on the initiatives and developments in the 

State Parties and RECs. Interviewees stated that for Africa to benefit from AfCFTA, 

there was a need for conformity to and adoption of guiding principles underlying the 

key laws related to trade prospects. The Malabo Convention on Cybersecurity and 

Personal Data Protection is seen as such as it emphasises fundamental rights and public 

freedom and, notably, the protection of personal data without prejudice to the principle 

of free movement of personal data. 

 

One interviewee said the following: 
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The Convention emphasises that protection of personal data and private life 

constitutes a major challenge to the digitalization of both public authorities and other 

stakeholders. Naturally, successful digitalization depends on the need to balance the 

protection of the privacy of citizens in their daily and professional activities with the 

guarantee of a free circulation of information.  

Interviewees questioned the possibility of implementing a continental treaty without 

commitment by individual states, making up RECs to continental frameworks, which 

should be domesticated through the adoption of legislation.   

 

A key data protection challenge cited for Zimbabwe under AfCFTA is that of the 

resolution of cross border jurisdictional data disputes. It was noted that this aspect of 

data protection was intricately linked to the need for a cybersecurity law which 

adequately deals with cross border security issues. As Zimbabwe also does not have a 

cybersecurity law in place, the interviewee noted a challenge in other African states 

having the confidence to trade in the country. Data breaches are prevalent where there 

is no framework for reporting. Interviewees noted that while the region had a SADC 

tribunal, its capacity to deal with unauthorized disclosure and data breaches had to be 

explored.   

 

Overall, the study found that the variances in the adoption and implementation of data 

protection legislation across the region were a major challenge and that the AU needed 

to take further action to improve the situation. Some of the measures established by 

the study include an extension of incentives, technical assistance, training legislators, 

law enforcement agencies and parliament in the development of data protection 

policies, and the development of a continental criterion to assess preparedness for 

AfCFTA. A continental criterion could include the assessment of a country’s 
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ratification of the Malabo convention, followed by its domestication through 

harmonisation or adoption of laws that comply with the convention’s provisions, 

establishment of independent DPAs that can collaborate across the region and 

infrastructural development. According to one interviewee; 

Such a criterion would assist in assessing technological assistance needed, especially 

at the regional level, so that citizens are comfortable with in-country and cross border 

transacting. This would also ensure that governments stop outsourcing foreign and 

private sector companies and bear the primary responsibility and have control over 

citizens’ data.  

4.4.3.2 Poor policy-making processes in Zimbabwe 

 

While interviewees acknowledged the consultative processes undertaken in 2015 

during the formulation of the cyber laws, which was led by the Ministry of Information 

Communications Technology, The Attorney General’s office, and the Judicial 

Services Commission, the study found loopholes in the process that need to be 

addressed.   

 

Firstly, obtaining policy-making processes and priorities in Zimbabwe downplays the 

importance of data protection and privacy concerns at the expense of crime and 

cybersecurity elements. The Data Protection Bill did not get the attention that it 

deserves as consultative meetings combined all three draft cyber bills. On the agenda 

of the meetings were also the Computer Crimes and Cybercrimes Bill and the 

Electronic Transactions and Electronic Commerce Bill. “Given the geopolitical 

influences, mainly the rise in dissent which was hampered by the use of social media 

in the country, the Computer Crimes and Cybercrimes Bill got more attention, as the 

government sought to control oppositional voices,” said one interviewee. Interviewees 
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argued that, given their impact on trade and commerce, both the Data Protection and 

Electronic Transactions and Electronic Commerce Bills should have been allocated 

more time, and that separate consultation meetings should have been held in that 

respect.   

 

Further, the process saw limited participation of critical stakeholders who are key to 

the sectors that the bills cover. Interviewees said that the consultative meetings were 

largely held in Harare and Bulawayo and attended by technocrats in the government 

departments, journalists and civil society organisations already involved in internet 

governance debates.  They noted limited or lack of representation of the business, 

industry and banking sectors, the Consumer Council of Zimbabwe and 

telecommunications service providers at the consultation meetings, an issue that 

requires redress before the adoption of any policies that relate to the sectors. Scholars 

of governance have noted that African systems of governance remain a hindrance to 

the formulation of transformative policy as central government and affiliate 

institutions remain dominant in the processes. This has been an obstruction to the full 

and equal participation of stakeholders in good and people-centred governance. Good 

governance involves cooperation between civil society and political society and 

between the state and citizens (Al Amin, 2008). 

 

The participation of all stakeholders was noted as not only critical during the 

formulation of policies but also as integral to the regulatory impact assessment (RIA) 

process to test the proposed data protection law before its enactment. Interviewees 

emphasised the need for this process to be undertaken by stakeholders from various 

sectors including legal, commerce, data protection and cyber security. OECD (2020) 
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notes that RIA provides decision-makers with crucial information on how to achieve 

public policy goals. It also helps policymakers defend decisions not to intervene in 

markets where the costs of doing so outweigh the benefits and later helps defend 

policymakers’ decisions by demonstrating that there are benefits to regulation – 

something that is often overlooked by society and governments. One of the 

interviewees said the following: 

Zimbabwe does not have regulatory sandboxes which draft bills can be subjected to 

before they are signed into law. RIA is a red tape, an evaluation process by 

stakeholders. For the data protection policy, it should bring together experts from 

law, commerce, data protection and cyber security to remove loopholes before the law 

is adopted and reduce legal challenges during its implementation. 

 

4.4.3.3 Digital Literacy and Infrastructural Issues 

 

Survey responses to the questions of opinion and frequency of online transacting and 

the other on opinion on spamming by secondary users of data demonstrated a 

relationship between access to technologies and savvy digital citizenry.   

 

A significant number of survey respondents who said that they do not transact online, 

said they lacked the skills to transact individually because they either did not own 

personal gadgets or have a registered SIM card. However, the quarter of the 

respondents who recorded indifference to spam, despite regular use of technologies, 

demonstrated a lack of appreciation of the need for consent in the use of their data.  

 

The study thus found that both lesser access and exposure to technologies influences 

levels of awareness on the right to privacy. It has been argued that technological 
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backwardness is one of the reasons for lack of awareness on the importance of the right 

to privacy (Kusamotu, 2007). Similarly, advancement in technology is seen as having 

the potential to increase privacy consciousness to a point that it influences policy 

(Makulilo, 2004). 

 

One interviewee highlighted that while there was a high cost to it, data collectors 

needed to have up to date technology with good security features for administrators 

and inbuilt user-friendly privacy features for use by ordinary citizens. Key features 

recommended for such technology include encrypted password functions for users, 

privileged access management which eliminates administration accounts and limited 

access periods to carry out an administrative task, real-time detection of data breaches, 

efficient response systems that prevents system disruption, and quick data recovery. A 

key issue related to this highlighted during the interviews was Zimbabwe’s 

dependence on foreign companies to set up the digital ID system which limits the 

extent to which the government controls the system and can respond where a data 

breach occurs outside Zimbabwe. 

4.5 Opportunities for Zimbabwe in the Era of Digital Trade  

4.5.1 Addressing Problematic Sections in the draft Data Protection Bill 

 

The study found that Zimbabwe can still develop and enact data protection and privacy 

policy and regulations that are in line with the Malabo Convention. In its current state, 

the draft bill contains sections that are a hindrance to the free flow of non-personal 

data. This study identified the following issues as needing attention. 

 

Management of data: The bill should address ethical issues that centre on the 

management of the data life cycle including collection, use, storage, and deletion for 
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by both the public and private sectors. This section should provide clear legal 

provisions on the acquisition of data by the government from other private data 

collectors and conditions for monitoring and surveillance of citizens. 

 

The credibility of the regulator: Although the current framework borrows some good 

practices and elements from South Africa’s POPI Act, the fact that Zimbabwe’s Bill 

gives authority to the same institution responsible to licence players to be the data 

protector is problematic. Power and influence are centred in one institution presenting 

challenges of accountability.   

 

Free trade and transnational and movements: The bill should be revisited to ensure 

that adequate free trade and transnational movement provisions are in place through 

the incorporation of data sovereignty principles mentioned earlier. Thereby preventing 

the transfer of personal data to another country unless certain conditions for such a 

transfer comply with the law.   

4.5.2 Increase Participation in AfCFTA Phase III Negotiations 

 

The study noted that Zimbabwe can increase its participation in Phase III Negotiations 

which will focus on an AfCFTA Protocol on e-commerce. While the African Union 

Commission has been tasked with the responsibility of preparing for the upcoming 

negotiations by mobilizing resources for African trade negotiators to be involved in 

the negotiation of e-commerce legal instruments throughout 2020, there is an 

opportunity for Zimbabwe to ensure the participation of industry and trade experts to 

contribute meaningfully to this phase and increase its trade prospects.    
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The study established that, at continental level, there was a need for dedicated policy 

alignment in the wake of digital trade and e-commerce, particularly as trade in Africa 

is increasingly digital. Interviewees emphasised the need for recognition of the reality 

at both national and regional levels as seen in other regions such as the Association of 

Southeast Asian Nations where a Coordinated Committee on E-Commerce was 

appointed or the European Union where a single digital market exists. “These policies 

will not only address opportunities of digital trade but also challenges that include 

threats, challenges of industrialisation and also data disputes,” said one interviewee. 

 

Interviewees stated that in preparation for the negotiations, Zimbabwe had the 

opportunity to critically analyse patterns in its current e-commerce related bilateral 

approaches and partnerships. While focussing on the products it trades under e-

commerce agreements, attention should be paid to data-related aspects of the 

agreements.  This will enable the country to identify areas for improvement and ideals 

for a Protocol on e-Commerce under AfCFTA, and with other global trading partners 

in the future.  

4.5.3 Collaborative Multi-Stakeholder Data Protection Policy Implementation  

 

The categorisation of issues and stakeholder’s governance involved in data protection 

indicates the need for collaboration and trust among stakeholders in reaching 

consensus on the ideals.  As the main stakeholder within the digitalisation agenda, 

Zimbabwe’s government has the opportunity to increase collaboration among the 

various stakeholders given the prominence of data protection in the internet 

governance and trade agenda following the signing of AfCFTA. This opportunity is 

presented by the existence of the Zimbabwe Internet Governance Forum (ZIGF), with 

a Multi-Stakeholder Coordinating Team which should coordinate the process of 
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involving the multiplicity of stakeholders including business, human and digital rights 

experts and the academia for the achievement of an effective policy.  

4.6 Chapter Summary 

The chapter deliberated on the findings of the study. The findings were presented in 

two forms, the quantitative section which accounted for most of the responses from 

the questionnaires and the qualitative section which presented and discussed findings 

from in-depth interviews.  
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CHAPTER 5 SUMMARY, CONCLUSIONS AND RECOMMENDATIONS 

5.1 Introduction 

This final chapter of the study addresses the research questions laid out in the first 

chapter by discussing the findings of the study. It concludes the research by giving 

recommendations on how best Zimbabwe can harness the opportunities presented by 

AfCFTA through borderless trade and the maximisation of digital commerce as well 

as recommendations on privacy rights needs in the trade area. 

5.2 Outline of the Research  

The study comprises of five chapters. The introductory chapter justifies the need for 

the study by outlining the problem, research questions and objectives. This is followed 

by a review of relevant literature to the study in the second chapter. The chapter also 

outlines and explains the comprehensive theory of privacy and data protection 

approaches in which the study is grounded. The same chapter outlines the linkages 

between data protection and trade and explores Zimbabwe’s current data protection 

policy framework. The third chapter outlines the methodology employed in the study 

to collect and interpret data. The fourth chapter of the study gives a presentation of the 

data that was collected and discusses the findings concerning the literature reviewed 

and issues outlined in both the theoretical and conceptual frameworks and data 

protection approaches. In so doing the chapter refers to both the survey responses and 

discussion points in the interviews. This final chapter concludes the research with an 

outline of implications, recommendations, and suggestions for future research in the 

area.  
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5.3 Discussion 

The study explored the data protection policy for Zimbabwe under AfCFTA. In its 

exploration, the study pinpointed the centrality of the right to privacy in data protection 

policy.  Broad discussions on the right indicated that apart from being a fundamental 

standalone right, the right to privacy also facilitates other rights, including the rights 

to information, freedom of expression, and religion, whose recognition are integral to 

democracy, development and citizen participation.  

 

While privacy is not recognised as a standalone right in the African Charter on Human 

and Peoples Rights, Zimbabwe explicitly guarantees it in its national constitution. This 

study found this as a good starting point for the amendment of existing laws and 

adoption of policies related to data protection. However, interviews conducted during 

the study demonstrated the complexities in the recognition, promotion and protection 

of the right to privacy. This discussion highlighted power imbalances between public 

and private data collectors of personal information which has often led to arbitrary 

surveillance and monitoring of individuals from meta-data obtained from private 

players, including telecommunication networks, for purposes beyond its intended use. 

Discussions highlighted that a data protection policy plays an important role in curbing 

the misuse and abuse of personal information between government departments and 

private sector players without consent. A key issue that was raised was the need for a 

wider definition of personal information to include online and technical identifiers 

such as IP address, location, device fingerprint and user-generated content, particularly 

in the wake of crimes associated with or committed using a computer system.  
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The study found that the ‘assetification’ or commercialisation of personal data 

qualified data protection as a mainstream economic and trade issue. One important 

aspect highlighted in this regard was the determination of the extent to which the state 

can objectively regulate commercial interests through fair competition between market 

players. Interviewees highlighted the need for data protection legislation within a free 

trade area, to underline business ethics, uphold trust and promote fairness in both data 

and consumer protections. This also included a standard setting for info-tech systems 

by the private sector systems to guarantee individual protections.  The private sector 

is viewed as an important stakeholder in both the formulation and implementation of 

data protection policy.  

 

The study explored the data protection policy-making processes in Zimbabwe, and 

discussions identified loopholes in the consultative process of the bill which was 

combined with other cyber laws. As a result, data protection and privacy concerns 

were downplayed at the expense of crime and cybersecurity elements. The study noted 

that at this critical moment when Zimbabwe seeks to harness trade prospects in a 

digitalised industrial and commercial environment, the data protection policy 

formulation should be allocated specific time and involve a wider range of 

stakeholders. Discussions noted limited or lack of representation of the business, 

industry and banking sectors, the Consumer Council of Zimbabwe and 

telecommunications service providers, whose involvement is necessary in assessing 

the effectiveness of the policy before its adoption. Discussions also highlighted 

Zimbabwe’s governance system as a hindrance to the realisation of multi-stakeholder 

policymaking and implementation as the central government and its affiliate 

institutions remain dominant in the processes. However, interviewees identified 
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opportunities for the formulation of transformative policy through the ZIGF.  

 

Discussions noted the urgent need for the adoption of a substantive data protection 

policy in the country. Interviewees noted that Zimbabwe’s current data protection 

framework has fragmented laws and the draft omnibus Cybercrime, Security and Data 

Protection Bill presented trade-related challenges that need addressing. These included 

the management of data, credibility, and independence of the DPA, free trade and 

transnational movements.  

 

Poor linkages between data protection and trade by both industry and government were 

also highlighted in the discussions. In analysing media coverage of processes leading 

to the adoption of and preparation for AfCFTA, the study noted limited awareness and 

appreciation by critical stakeholders of the relationship and importance of data 

protection, industry and trade. The study found that while AfCFTA was on the agenda 

of the 2019 ZNCC Trade and Investment Conference for industry preparedness, they 

focused on increase in productivity, without reflection on the process of trading in a 

digitalised environment. Stabilisation of local industry seemed to take precedence over 

the reliance on ICT for the facilitation of trade in the free trade area, and, therefore, a 

need to invest in a policy that would be attractive for investment and trade for the 

country. 

5.4 Conclusions  

What are the patterns of digital transacting and level of appreciation of data 

protection and privacy issues by citizens? 

 

The study found that Zimbabwe needs a substantive data protection policy, that 

upholds and guarantees privacy as a fundamental right, to harness trade prospects 
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under AfCFTA. In respect of digital transacting patterns, the study found that while 

most citizens engage in online transacting, do not always interact with privacy policies 

or terms of conditions of the platforms or services that they use before giving their 

personal information. The study found that, in general, citizens largely trust financial 

service providers with the protection of their personal information. However, the same 

did not apply for telecommunications, despite their hosting of mobile money 

transactions in the country.  Among the major challenges that the country is likely to 

face in the era of digital trade, the study identified Zimbabwe’s poor policy making 

processes, failure to commit to continental data protection guidelines, low digital 

literacy, and infrastructural issues. However, the study noted that the country still has 

an opportunity to address problematic sections the draft Data Protection Bill that stand 

in the way trade prospects through a consultative process, which would, in the long 

term, ensure collaborative multi-stakeholder data protection policy implementation.  

5.5 Implications  

 

The findings of this study will inform policymakers of the linkages between data 

protection and trade and bring to the fore the importance of a multi-stakeholder process 

in both the formulation and implementation of data protection policy. A multi-

stakeholder process would result in an effective transformative policy that could 

change Zimbabwe’s economic process by recognising the impact of respecting 

individual rights thereby securing the trust of not only citizens but also investors. 

 

By giving a sub-regional analysis of the status of data protection and cybersecurity 

issues in SADC, the study highlights the importance of RECs within the broader scope 

of AfCFTA, thereby identifying responsibilities of individual states in the overall 

benefits of the trade agreement continentally. 
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In exploring Zimbabwe’s trade aspects under AfCFTA, the study also had the 

opportunity to explore the role of intergovernmental organisations and their role in 

ensuring the adoption of democratic data protection policies across the region. This 

study also highlights a criterion for assessing preparedness under AfCFTA for states, 

which can be adopted as the continent gears up for a free trade area.  

5.6 Suggestions for Further Research 

 

This study presents opportunities for further research in two areas. Firstly, the national 

and sub-regional research to explore the preparedness of other states for AfCFTA. This 

research is critical to inform strides that should be taken to increase opportunities for 

economic benefits for individual countries, but also recognising the dependence of 

RECs in AfCFTA, at a sub-regional level. 

Secondly, the study brings to the fore the role of regional intergovernmental 

organisations in negotiations in preparation for AfCFTA. This presents an opportunity 

for research on the effectiveness of the current support being given by those 

institutions in ensuring that the trade agreement meets its objectives.  

5.7 Recommendations 

 

Recommendations in this research are largely drawn from the discussion and 

interpretation section of the study in Chapter 4. These include the following: 

● The Zimbabwean government must urgently adopt a substantive data protection policy 

that consolidates all sectoral laws, upholds the right to privacy and centralises data 

protection to a single and independent regulator. 

● Policymakers should ensure that the country’s data protection policy centres trade 

aspects by incorporating the foundations of privacy, trust and responsible use of 
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personal data in a data driven economy found in the Personal Data Protection 

guidelines for Africa. 

● The Zimbabwean government must, as part of the data protection policy formulation 

process, convene consultative meetings for input from critical stakeholders that are 

significant to trade. These include the private sector, human and digital rights sector, 

and consumer protection bodies.  

● In its preparation for trade prospects under AfCFTA, Zimbabwe should align and  

update all trade, data, e-commerce, and cybersecurity-related laws to the stipulated 

data protection obligations under the AfCFTA agreement.  

● The private sector should develop a code of ethics and set data protection standards in 

line with the government policy to ensure the protection of the privacy of individuals. 

● As the country’s internet governance multi-stakeholder convening, the ZIGF should 

conduct activities that increase the citizens understanding of data protection issues. 

This will ensure citizen participation in the policy formulation process and awareness 

in the implementation of the same. 
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APPENDICES 

 

Appendix A: Introduction Script: All key informant interviews 

 

 

 

Introduction My name is Koliwe Majama, a Masters student with the Africa 

University. I am studying Data protection in Zimbabwe with a focus 

on the Africa Continental Free Trade Agreement (May 2019)  

Building  rapport Thank you for taking the time to talk today. I really appreciate it. How 

are you doing today? 

[Do some preliminary research about the interviewee and include that 

at the top of the document with notes.] 

Introduce 

research 

The purpose of this research is to examine the relationship between 

data privacy and protection policy, e-commerce and trade especially 

after the coming in of the Africa Continental Free Trade Agreement.  

 

The research will explore options and challenges for data protection 

in Zimbabwe under AfCFTA and seeks to make recommendations 

that will aid Zimbabwe to realise the benefits of the agreement. 

Describe the 

interview and 

data capture / 

usage 

This interview will largely be conversational. Feel free to share 

personal opinions and your professional experiences. All the data 

captured will be used only for academic purposes, but may later be 

developed further by other researchers and other relevant institutions. 

Consent process 

 

This conversation will be recorded in text notes and a backup audio 

recorded and saved on my personal hard drive. None of it will be 

shared without your explicit consent. 

 

You can withdraw your consent at any time, and I will check back in 

at the end of our interview to make sure you are still comfortable. Do 

you consent to participate in the study? 

Thank you + 

final questions 

I really appreciate you taking the time to talk with me and I am very 

interested in learning about your experiences. 

Before we jump in, do you have any questions for me? 
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Appendix B: Interview Guide 

 

Trade Organisations/Civil Society Organisations/Intergovernmental 

Organisations 

 

Introductory 

Question 

1) Please tell me a bit about yourself in terms of the work related to 

this topic 

2) What is your opinion on privacy in general? 

 

Data protection in 

Zimbabwe 

1) How is data protection central to your sector? 

2) Do you feel the current framework in Zimbabwe is adequate? 

Why? 

3) What are the current and prominent challenges of data protection 

in the trade and industry sector? 

 

For trade organisations 

1) What data protection methods are currently being implemented 

in your company? 

2) Are there any government regulations in place to protect your 

customers’ personal information? 

3) Can you provide details on how you handle privacy and security 

related disputes? 

 

For intergovernmental organisations 

1) At your organisational level, can you provide details on how you 

handle privacy and security related issues and disputes? 

2) What are the linkages between data protection and trade in 

Africa? 

 

AfCFTA  

1) What are the challenges on data protection that Zimbabwe is 

likely to meet during its implementation of the AfCFTA?  

2) What impact will a data protection policy have on e-commerce 

and trade in Zimbabwe? 

3) How can Zimbabwe implement its data protection policy under 

AfCFTA? (For intergovernmental orgs) 

 

Next 

steps/Recommenda

tions 

1) What are Zimbabwe’s plans in preparing for AfCFTA?  

2) How best can Zimbabwe implement its data protection policy 

under AfCFTA? 

3) What are your organisation’s plans in preparing for AfCFTA? 

(For Trade organisations) 
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Appendix C: Questionnaire Survey 

 

RESEARCH SURVEY 

 

Data Protection in Zimbabwe under the African Continental Free Trade Area 

  

Koliwe Majama is currently conducting research on data protection in Zimbabwe with 

a focus on the Africa Continental Free Trade Agreement which was launched in May 

2019. This research is in fulfilment of her thesis requirement for her Master of Public 

Policy and Governance as a student at the Africa University (www.africau.edu).  

  

The purpose of this research is to examine the relationship between data privacy and 

protection policy, and explore the options and challenges for Zimbabwe as it harnesses 

e-commerce and trade under the agreement.   

  

This survey assesses your understanding and knowledge of data protection and internet 

privacy in Zimbabwe.   

  

Please take a few minutes to answer the following simple 13 questions:   

 

  

Q1: Gender 

● Male 

● Female  

  

Q2:  Age 

● 20-29 

● 30-39 

● 40-49 

● 50 +  

  

Q3: Where do you currently live? 

________________________________________  

  

  

Q4: What is your current occupation? 

● Student   
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● Employed (State profession) _____________________________________ 

● Unemployed 

● Self-employed (State sector) ______________________________________  

  

Q5: Educational Qualifications  

● Postgraduate (State qualification) __________________________________  

Undergraduate (State qualification)_________________________________ 

● Ordinary Level 

● Primary Level 

● Other 

  

   

Q6: How often do you transact online? 

● Always 

● Very Often 

● Occasionally 

● Never  (Explain response) 

______________________________________________________________

______________________________________________________________

______________________________________________________________ 

  

Q7: How do you feel about sharing your personal information? 

● Uncomfortable 

● Indifferent 

● Comfortable  

  

Q8: I am concerned about the threats to personal privacy today 

 Strongly agree   

 Agree   

 Neither Agree nor Disagree   

 Disagree   

 Strongly Disagree  

  

  

Q9: Do you read the privacy policy or terms of conditions before giving your 

personal information both off and online?   

● Yes, always   

● Sometimes (Explain response) 

______________________________________________________________

______________________________________________________________  
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● Never (Explain response) 

______________________________________________________________

______________________________________________________________  

  

  

Q10: Have you ever wondered how your personal data is used and stored when 

you submit it?    

● Yes, always   

● Yes, sometimes (Explain when) 

______________________________________________________________

______________________________________________________________  

  

● Never   

  

  

   

Q11: What do you think of spam emails and/or text messages from 

organisations that you have never shared your data with?   

● Worried (Explain response) 

______________________________________________________________

______________________________________________________________  

 

● Indifferent (Explain response) 

______________________________________________________________

______________________________________________________________  

 

● Nothing (Explain response) 

______________________________________________________________

______________________________________________________________  

  

Q12: Rate the institutions you trust more with your personal information with 1 

being the most trusted, and 5, the less trusted. 

● Government department           _________ 

● Tax authority              _________ 

● Financial service provider (Bank, Mobile money etc)   _________ 

● Telecommunications service provider       _________ 

● Insurance companies            _________ 

● Online Retail Company           _________  
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Q13: What is your opinion on online transacting?   

● Unsafe   

● I am not sure   

● Safe  (Explain response) 

______________________________________________________________

______________________________________________________________ 
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Appendix D: Authorisation Letter 
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Appendix E: Urkund Plagiarism Test Report 
  

  

 

 


